Instalacao EVE-NG

Material para o treinamento
dos Professores Lacier Dias
e Luiz Puppin.
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https://drive.google.com/drive/folders/1e0BHxFPE1zUnlexlP3uRIFq9-GEU87dO?usp=sharing
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Instalagao EVE-NG

Passo O - Problemas com Avast:

Note 2: If your VT is enabled in BIOS, but the LeMoon check result still shows a red cross under VT-x Enabled, it's
highly possible that your anti-virus software has blocked this function. Taking Avast! for example, to fix this
problem:

1) Open Avast anti-virus >> Settings >> Troubleshooting

2) Uncheck the Enable hardware-assisted virtualization, then reboot your computer

olve various problems.

¥ Enable rootkit scan on system startup
¥ Enable raw disk access during Avast boot-time scan
Skip checking of digital signatures of infected files
¥ Enable Avast self-defense module
Load Avast services only after loading other system services
Do not use Chrome as Avast default browser
¥ Limit program access for Guest account
Enable hardware-assisted virtualization

If hardware-as virtualization is disabled, some virtualization features will not work

reliably. For example, malware may be able to escape the sandbox and infect the system.
Changing this option will only take effect after a reboot.

¥ Allow remote control of this computer

Restore factory defaults v
Redirect Settings A
Use the following options to troubleshoot the network redirection module,

Cancel

1 - Instalando o pacote de compatibilidade: EVE-NG-Win-Client-Pack.exe

W ome h Data de modificag... Tipo Tamanho
ﬂg‘ EVE-NG-Win-Client-Pack.exe Aplicativo
& VM-EVE.ova Arquivo OVA
{i® VMware-player-12.5.1-4542065.exe Aplicativo

Q] vnc_win_vnc.reg Entradas de registro

Arquivo em Lotes ...

[] vnc_wrapper.bat
@ winbox_3.11.exe

Aplicativo
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ﬁ’ Setup - EVE-NG-Win-Client-Pack -

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dlick Next.

Welcome to EVE-NG Windows x64_32 Installer A

Installation Folder:

C:\Program Files\EVE-NG

If you choose to install Wireshark and UltraVNC

DO NOT change thier installation Folder

Next > Cancel
| Next> |

5 Setup - EVE-NG-Win-Client-Pack - X

Ready to Install H
Setup is now ready to begin installing EVE-NG-Win-Client-Pack on your computer. CC

Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.

Setup type:
Win x64_32 installation

Selected components:
plink 0.68
putty 0.68
ultravnc_wrapper.bat
wireshark_wrapper.bat
Modify Windows registry for putty, ultravnc and wireshark
Save on Disk crt, putty, ultravnc and wireshark .reg files

UltraVNC 1.2.12 x64

A

<Back || Instal | | Cancel

e s —

< Setup - UltraVNC =

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

0

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
Everyone is permitted to copy and distribute verbatim
copies of this license document, but changing it is not
allowed.

Dmawminla

1 accept the agreement

(7)1 do not accept the agreement

§5) Setup - EVE-NG-Win-Client-Pack -

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

plink 0.68

putty 0.68

ultravnc_wrapper.bat 1KB
wireshark_wrapper.bat 1KB

Modify Windows registry for putty, ultravnc and wireshark
Save on Disk crt, putty, ultravnc and wireshark .reg files
[M] wireshark 2.2.5 x64
UltraVNC 1.2.12 x64

4«
Current selection requires at least 0,7 MB of disk space.

<Back Cancel

tup - EVE-NG-Win-Client-Pack
Installing H
Please wait while Setup installs EVE-NG-Win-Client-Pack on your computer. (f’
N
Extracting files...
Select Setup Language X
] Select the language to use during the
C installation:
Engish v
[ o || concel
Cancel
— e —— — e ———
<% Setup - UltraVNC —
Information

Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

[l e

* Ultr@VNC - Latest modifications - History —

% V1.2.1.2 Sept 2016

*grey screen on start lock

*don’t balleon incoming non rfb data
*added portrait mode

*switch wB8hook corrected

*reset correct pelling after wBhook failure
*dpi aware viewer

%% V1.2.1.1 April 2016
Vnchooks: make sure the correct versio 2 attached,

[ next> | [ cancel |

< Back ][ Next > ][ Cancel




< Setup - UltraVNC =

Select Destination Location
Where should UltraVNC be installed?

Setup will install UltraVNC into the following folder.

To continue, dlick Next. If you would like to select a different folder, dick Browse.
:\Program Files\uvnc bvba\UltraVNC

‘ [ Browse...

Atleast 2,8 MB of free disk space is required.

' Setup - UltraVNC = .

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

|Cushom installation [ \ I
] UltraVNC Server Silent 4,3MB
[] ultraVNC Server 4,3MB
UltraVNC Viewer 2,7MB
|M|ultravNC Repeater 0,2MB
[] Upgrade 1.0.8/1.0.9 .. Uparade can be done while vnc is running 7,5MB

Current selection requires at least 4,0 MB of disk space.

[ <Back [ next> | [ cancel |

[ <Back ][ mext> | [ cancel |

< Setup - UltraVNC

Select Start Menu Folder
Where should Setup place the program's shortcuts?

7
Setup will create the program's shortcuts in the following Start Menu folder.
-

To continue, dlick Next. If you would like to select a different folder, dlick Browse.

- UltraVNC

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing UltraVNC,
then dick Next.

[ create UltraVNC desktop icons

[ lraVNC l [ T ] [[] Associate UltraVNC Viewer with the .vnc file extension
<Back | Next> | [ cancel [ <Back [ next> | [ cancel |
R ] =
& Setup - UltraVNC — .S <% Setup - Ultra
Ready to Install

Setup is now ready to begin installing UltraVNC on your computer.

Information
Please read the following important information before continuing.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\uvnc bvba\UltraVNC

Setup type:
Custom installation

Selected components:
UltraVNC Viewer

Start Menu folder:
UltraVNC

When you are ready to continue with Setup, dlick Next.

I
ExEEE

Ultr@VNC 1.2.1.2Release - Sept 2016

Copyright (C) 2002-2016 Ultr @VNC Team - All rights reserved

ExEEE

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

[ <seck [ mstal | [ conce




Completing the UltraVNC Setup
Wizard

Setup has finished installing UltraVNC on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

[ show latest versions

g%] Setup - EVE-NG-Win-Client-Pack -

Information
Please read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

setup Complete

You MUST change username and password in wireshark_wrapper.bat

If you have SecureCRT and want to use it instead of default putty
1) go to C:\Program Files\EVE-NG

2) edit win7_64(or32)bit_crt.reg and change for both telnet and ssh the

[HKEY_CLASSES_ROOT \telnet\shell\open\command]

g’:.’;l Setup - EVE-NG-Win-Client-Pack -

Completing the
EVE-NG-Win-Client-Pack Setup
Wizard

Setup has finished installing EVE-NG-Win-Client-Pack on your
computer,

Click Finish to exit Setup.

<Back

2 — Integrando VNC

Nome

i3 EVE-NG-Win-Client-Pack.exe

£ VM-EVE.ova

{i® VMware-player-12.5.1-4542065.exe
#] vnc_win_vnc.reg

[Z] vnc_wrapper.bat

© winbox_3.11.exe

Data de modificag...

01719

Tipo Tamanho

Aplicativo

Arquivo

Aplicativo

Entradas de registro 1KB
Arquivo em Lotes ... 1KB
Aplicativo 1.552 KB

- Copiar o arquivo vnc_wrapper.bat para o diretdrio:

C:\Program Files\uvnc bvba\UltraVNC

- Dois cligues no REG vnc_win_vnc.reg

Confirmar a integragao.
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3 —Instalando VMWare-Player

Nome Data de modificag... Tipo

i3 EVE-NG-Win-Client-Pack.exe
g, VM-EVE.ova
li® VMware-player-12.5.1-4542065.exe
® play
@] vnc_win_vnc.reg
[%] vnc_wrapper.bat
PP
@ winbox_3.11.exe

Aplicativo

Arquivo OVA
Aplicativo

Entradas de registro
Arquivo em Lotes ...

Aplicativo

Tamanho

Welcome to the VMware Workstation 12 Player
Setup Wizard

VMWARE

WORKS
PLAYER

The Setup Wizard will install VMware Workstation 12 Player
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

Copyright 1998-2016 VMware, Inc. All rights reserved. This

product is protected by U.S. and international copyright and
intellectual property lags. VMware products are covered by

one or more patents lis t:

Canes

ﬁ] VMware Workstation 12 Player Setup -

End-User License Agreement =

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT D

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE
OF THE SOFTWARE, REGARDLESS OF ANY TERMS
THAT MAY APPEAR DURING THE INSTALLATION OF
THE SOFTWARE.

I accept the terms in the License Agreement

Print Back Cancel

%) VMware Workstation 12 Player Setup — X

Custom Setup -‘,’

Select the installation destination and any additional features.

Install to:
C:\Program Files (x86)\VMware\VMware Player\ Change...

[JEnhanced Keyboard Driver (a reboot will be required to use this feature)
This feature requires 10MB on your host drive.

@ VMware Workstation 12 Player Setup - X

User Experience Settings 4

Edit default settings that can improve your user experience.

Check for product updates on startup
When VMware Workstation 12 Player starts, check for new versions of the
application and installed software components.

Help improve VMware Workstation 12 Player
Send anonymous system data and usage statistics to VMware.

Learn More

Back Cancel

ﬁl VMware Workstation 12 Player Setup . X

Shortcuts 2

Select the shortcuts you wish to place on your system.

Create shortcuts for VMware Workstation 12 Player in the following places:
Desktop

Start Menu Programs Folder

@ VMware Workstation 12 Player Setup -

Ready to install VMware Workstation 12 Player g

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

@(VLSM




@ VMware Workstation 12 Player Setup - X j&j] VMware Workstation 12 Player Setup - X

Installing VMware Workstation 12 Player
Completed the VMware Workstation 12 Player
Setup Wizard

Please wait while the Setup Wizard installs VMware Workstation 12 Player.

VMWARE

WORKS IONz Click the Finish button to exit the Setup Wizard.
PLAYER
Status:

Press the License button below if you want to enter a license
key now.

\

4 — Abrir VMWare com icone da area de trabalho:

Welcome to VMware Workstation 12 Player X
‘i‘{J‘ VMware Workstation 12 Player

(®) Use VMware Workstation 12 Player for free for
non-commercial use

Enter a valid email address. You agree to receive
promotional emails from VMware related to Player.

“- | meuemailpessoal @dominio.com. br| l
View our privacy policy

v N1 W a r e (O Enter a license key to allow commerdal use:

\'\I O r k St at i e Buy a commerdial use Iicen\
Cancel




Welcome to VMware Workstation 12 Player

&

Lo ‘ VMware Workstation 12 Player

Thank you for using VMware Workstation 12 Player!

VMware Workstation 12 Player is the most advanced
virtualization software that supports the broadest number of
operating systems and delivers the richest desktop user

experience.

We hope that you will enjoy using VMware Workstation 12
Player.

7] VMware Workstation 12 Player (Non-commercial use only) - [m] X
Player v =
B Home Welcome to VMware

Workstation 12 Player

Create a New Virtual Machine

Create a new virtual machine, which will then be added to
L the top of your library.

Open a Virtual Machine

=
f ‘L Open an existing virtual machine, which will then be added
to the top of your library.

,] Upgrade to VMware Workstation Pro

g Get advanced features such as snapshots, virtual network
management, and more.

Help
View online help.

This product is not licensed and is authorized for non-
W commercial use only. For commerdial use, purchase a
license. Buy nov

5 —Importando e ajustando a imagem .OVA

a Nome

i3 EVE-NG-Win-Client-Pack.exe 15/04/201

é £L VM-EVE.ova 15/04/201

i& VMware-player-12.5.1-4542065.exe 27/01/201

o

vnc_wrapper.bat 27/01/201

© winbox_3.11.exe 15/04/201

Player v I

Import Virtual Machine
Store the new Virtual Machine
Provide a name and local storage path for the new
virtual machine.
Name for the new virtual machine:
VM-EVE

Storage path for the new virtual machine:

C:\Users\AlunolDocuments\Virtual Machines\VM-

Heb Cancel

Browse...

‘VLSM

Data de modificag...

&) vnc_win_vnc.reg 27/01/201

Player v

Tipo Tamanho

(o]

m

o o m

m

VMware Workstation 12 Player

The import failed because E:\VM-EVE.ova did not

e‘ pass OVF specification conformance or virtual
hardware compliance checks.
Click Retry to relax OVF specification and virtual
hardware compliance checks and try the import
again, or ciick Cancel to cancel the import. If you
retry the import, you might ot be able to use the
virtual machine in VMware Player.

Do not show this message again

Cancel

Importing VM-EVE




5 85% - VMware Workstation 12 Player (Non-commercial use only) - u] X
Player v v @ S <« Player v b

[Eve-NG (default root password is "eve’)
se http:/,192.168.185.131/

leve—ng login:

Software Updates X

Yy The foloing softwar iable for download:

VMware Tools for Linux - version 10.0.10

8\ Downloading and instaling VMware Tools is
g

enable advanced features of
¥ chine.

What you like to do?

Download and Install| | Remind Me Later

Importing VM-EVE

OBS: Se tiver internet instala, se nao tiver nao precisa.

5 VM-EVE - VMware Workstation 12 Player (Non-commercial use only) - o X

Player v RAN= = s | <«

6 - Logando no EVE na tela preta em modo texto e desligando a maquina
virtual: usuario: root - senha: eve

Desligue com digite o comando: init 0 ##Temos mais ajustes para fazer.##

r] VM-EVE - VMware Workstation 12 Player (Non-commercial use only) —

Player v v xi%_\ T =h

Eve-NG (default root password is 'eve’)
Use hutp:/,/192.168.83.128/

Ioyin: root
Password :
Last login: Sun Apr 16 03:50:57 EEST 2017 on ttyl
Welcome to Ubuntu 16.04.2 LTS (GNU-/Linux 4.4.14-eve-ng-ukms+ x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.con
»* Suppont: https://ubuntu.com/advantage

rootBeve—» :"# init O




7- Com a maquina virtual desligada pelo comando acima, vamos ajustar o

VMWare: Memdria, processador, Virtualizacao e NAT na interface.
Virtual Machine Settings X

Hardware QOptions

) Processors
Device Summary

Memory 2GB Number of processor cores:

Processors 2 o .
(=Hard Disk (SCSI) 30 GB Virtuzkization engine
@Network Adapter NAT \ Preferred mode: | Automatic v
gSB Controller Iireser.'lbto [Jpisable acceleration for binary translation

isplay monttar Virtualize Intel VT-x/EPT or AMD-V/RVI
E] Virtualize CPU performance counters

Virtual Machine Settings X
Hardware  Options
Device Summary Memory
Specify the amount of mel cated to this virtual
D machine. The memory size a multiple of 4 MB.
Processars 4
éHard Disk (SCSI)  30GB Memory for this virtual machine: | 2048 12| MB
INetwork Adapter NAT
USB Controller  Present cce
[Wpisplay 1 monitor e
16 GB
8GB 4 Maximum recommended memory
468 (Memory swapping may
265 @@ occur beyond this size.)
168 P 9912 MB
s1zme q Recommended memory
256 MB
1024MB
128 MB
same [ Guest OS recommended minimum
3zme 512MB
16 MB
8MB
4MB
\i/ The virtual machine will use up to 256 MB of this memory for
graphics memory. You can change this amount in the Display
settings page.
©add... Remove
o ]| cancel Hep |
Virtual Machine Settings X
Hardware Options
. Device status
Device Summary
Connected
#58 Memory 2GB
[ Processors 2 Connect at power on
\ (A Hard Disk (5CSI) 30 GB ) ‘
rl
. Network Adapter NAT Network connection
USB Controller  Present (O Bridged: Connected directly to the physical network
!Display 1 monitor Replicate physical network connection state

\ &) Configure Adapters

(® NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(O Custom: Spedific virtual network
VMnet0
(O LAN segment:

»LANSegmenls...‘ \Advanoed... ‘

- Click em OK. Agora sim estamos prontos para iniciar.

E”S\
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8 — Iniciando, logando no EVE e conferindo o IP caso nao aparega no banner.

‘?3 VMware Workstation 12 Player (Non-commercial use only) - m} X

Player v v i

\ @ Home

VM-EVE

State: Powered Off
0S: Ubuntu 64-bit
Version: Workstation 11.x virtual machine
RAM: 8 GB

P Play virtual machine

"iU Edit virtual machine settings

User: root - senha: eve
-Ver o ip se ele ndo aparecer na parte de cima da Tela: ifconfig pnetO
- Para sair: exit

Olhe o ip na interface caso nao apareca no banner e digite no navegador.

Minimize a janela preta e nao vamos mais mexer nela.

'_] VM-EVE - VMware Workstation 12 Player (Non-commercial use only) - O X

Player v v co I1 Sh «

o
Eue—NG (default root password is 'eve')

Use http:,,192.168.83.128/

eve-ng login: root

Password :

Last login: Sun Apr 16 03:49:10 EEST 2017 on ttyl

lWelcome to Ubuntu 16.04.2 LTS (GNU-/Linux 4.4.14-eve-ng-ukms+ x86_64)

» Documentation: https://help.ubuntu.comn
* Management: https://landscape.canonical .com
»* Support: https://ubuntu.com/advantage
rootReve-ng:"# ifconfig pnetO
pnet0d Link encap:Ethernet HUWaddr 00:0c:29:a4:ed:8b
inet add»:192.168.83.128 Bcast:192.168.83.255 Mask:255.255.255.0

inetb adcr: feB0::20c:29ff :fea4:ed8bs64 Scope:Link

UP _PLUADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:217 errors:0 dropped:0 overruns:0 frame:0
TX packets:121 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:16004 (16.0 KB) TX bytes:10914 (10.9 KB)

root@eve-ng:"#




9 - Abra o Navegado e digite o IP que aparece no banner do VMWare

< (¢ 192.168.83.128/#/main

# Main # Management ~ & System ~ @ Information ~ ©2017 Eve-NG & admin ® Signout

anaFile manager Currentposition ' root

Add folder

Choose a lab for more info

usuario: admin - senha: eve

Sign in to start your session

admin

Html5 console

9 ‘VLS M
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Saiba mais em:






