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Modernizacao da
Comunicacao WAN
com o SDWAN
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Ouem Sou?

* Head de Treinamentos na FiberX Training

* Graduado em Sistemas da Informacao — Unicarioca/RJ
« MBA em Servicos de Telecomunicacoes — UFF/RJ

« Especializacdo em Comunicagdes Moveis — UFF/RJ

e Cursando Especializacdao em TIC no EaD — UEL/PR

« Cursando Licenciatura em Computacao — UEL/PR

e +25 anos em Telecom

« +70 Certificacdes Profissionais

 Sendo 22 da Huawei — Incluindo Instrutor
HCIE-Datacom




Situacdo da
Interconexao

Empresarial por
WAN




fiber>{’_ 0 que é uma WAN?

training

Prové servicos de interconexao de longa distancia entre
diferentes regioes, cidades ou paises.

ISP

Headquarters



fiber>{’_ A WAN e aInterconexio Empresarial

training

* A Interconexao Empresarial se refere a conexao entre diferentés
niveis como, Escritorios Centrais, Filiais, DataCenters e Cliente
Moveis

* Geralmente depende de uma WAN de Operadora ou Propria

m =
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A - B
< Branch et -
.__site | ' . Enterprise WAN
| ‘ , interconnection
| " /
\ i’;arr':er network/Self-
built network \

WAN



fiber>{’_ Modos de Interconexio Empresarial

training

* MPLS de Operadora

Enterprise WAN interconnection

e |Internet Fixa + VPN

e Internet Mével + VPN /Z\
&3y

(nv e lin \( MPLS \( 4G/5G
*Circuitos P2P

o 1 ( "lBranch site "\ Branch site j*.
Fibras Alugadas R - v

* Fibras Proprias



fiber>{_ Conexao por MPLS e Circuitos Privados

training

 Circuitos Privados - Caros,
mas garantem qualidade e

seguranca 1 ED O E

(" HQ (" HQ

1
| i : |

mas confiabilidade menor que owes N e

circuitos privados et [ _wsamiom |

Private Line and MPLS Technologies

e Circuitos MPLS - Mais baratos,

* Redes Préprias - Exigem
equipes com grande
capacidade técnica



fiber>{_ Conexdes por Internet e VPN

training

e Diversos sabores de VPN,
cada um com suas

Internet and VPN technologies

caracteristicas FE ) i
(,.._. HQ ) I, v HQ k
(&1 &)

!

* Gerenciamento praticamente |

|
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| "
| [ | \
1 e S8 [ \

I

manual, com baixa AV Internet .’ 1 "™~
fl eXi b | | | d a d e [ PPTP/L2TP/SSL VPN{IPsec VPN‘./DSVPN/A2A ‘VPN
 Alto nivel de complexidade Crannas) [ ] Chancnsie)  (hancnane)



fibery{ Desafios causados pelos Servicos Cloud

training

 Numero de Aplicacoes via
Internet cada vez maior
exigindo mais banda

* VPN reduzindo o custo de

links, mas trazendo ‘7 e
confiabilidade menor para TR g enteprseseves
aplicacoes chave. PN 1o NgEgmiE=g

e Maior complexidade na
geréncia de uso dos links



fibert'm)mg Desafios causados pelos Multiplos
Servicos competindo por banda

« Sem visibilidade por aplicacao impedindo o QoS

 Conflito no consumo de banda em horarios de pico

No application visibility; difficult traffic scheduling Key services such as voice, video, and SaaS are difficult to manage.

Priority conflict: Key applications cannot be

Primary MPLS link, congestions during peak hours identified, and the scheduling priority is low.

Bandwidth conflict: During peak hours, the

1
5 * burst traffic is three to five times the
application /| average traffic, affecting key applications.
: Inter-WAN applications
P . e ] B (an enterprise)
W '&;‘%, - == SEfvices of S—a;S applications are
re . %”\ 4 transmitted through the headquarters, / \/ =
: g.»; £ -\ resulting in a lgng delay. " Cloud (_ Cloud I\
T 3 | ‘ /o )
N vnnown | Cloud
application |
Backip Sntemet Hink, low bandwidth utization Idle bandwidth, and smooth Bandwidth conflict, video

video conference conference frame freezing




fibery{ Desafios causados pelo grande numero

training

de sites

* Muitos enderecos resultam em maior tempo para O&M

* Muito tempo para corrigir falhas ou criar novos sites

remotos

Long period taken to provision new branch services

Business
Network considerationand Process Hardware Hardware Software

planning device selection approval Site survey transportation installation commissioning
(2-5 days) (1-3 days) (2-5 days) (1-3 days) (2-5 days) {(1-3 days) (1-3 weeks)

\Q-W“Ua’a%oc\i;i

Branch 1

Branch 2,

Branch 3’ \

Difficult troubleshooting of branch networks and high O&M costs

X
Branch site

o

)

e

(e
Branch site

2B
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A Solucao
SD-WAN




f:bert‘m)mg 0 que é SDN?
* SDN separa os Planos de Encaminhamento, Controle e
Servicos de uma rede.

 Facilita a implantacao de novos servicos trazendo
flexbilidade

Service
applications

H
( 8§} ’ SDN controller

n

management
; Branch
=gy
Branch
,_S‘SM.
; Y s X
__ ’ network/Enterprs ._

A Branch -/\ e-built network
! site <>

Forwarding plane



fiber>{ Conceito da SDN

training

 SDN reconstroi a arquitetura da rede, nao € uma nova
funcionalidade ou funcao.

 Ela trata as desvantagens das redes tradicionais



fiber){ Desvantagens das Redes Tradicionais

training

e Arquitetura de rede distribuida, com sistemas fechados
consistindo em hardware e sistema operacional
proprietarios.

* Aplicacoes, planos de controle e encaminhamento
altamente unificados

* Baixa Flexibilidade, protocolos de rede complexos, alta
dependéncia dos fabricantes e dificuldades no O&M.



fiber> Vantagens da SDN

training

* Prové uma arquitetura de rede que separa os Planos de
Controle e Encaminhamento, e entrega uma geréncia
programavel

*\irtualizacao da Rede, Automacao, Rapido Provisionamento,
Protocolos Abertos e Programabilidade.



fiber>{’ Arquitetura da SDN

training

 Camada de Servico: Topo de uma
arquitetura SDN, conversa com 0s
servicos de aplicacao.

« Camada de Controle: E o cérebro da
Rede, abstrai as funcoes de rede e o0s
servicos de aplicacao.

« Camada de Infraestrutura: Consiste
nos dispositivos de rede comum que
vao encaminhar os dados baseado nas
politicas inseridas pela camada de
controle

Service layer

Semce applications

I

Control layer Network services

SDN controller

i Control/Forwarding
\/ communication interface

Network device |Network device| |Network device
Infrastructure layer

Network device| [Network device



fiber>X Surgimento da SD-WAN

training

* SD-WAN integra os conceitos de SODN e WAN

* Uso do ZTP paraimplementacao rapida

e Ajuste dindmico de caminhos de acordo com o
: tipo de aplicacao
£ e+ (Gerenciamento e Controle centralizados
» Servicos de Valor Agregado, como Segurancae
Otimizacao de WAN, além de provisionamento
de servicos acelerado.




fiber>{ Caracteristicas da SD-WAN: Links Hibridos

training

* Flexibilidade no Overlay |IP baseado em links diversos

Virtual network 1 Virtual network 2

-'

- Virtual network (overlay network)

Camer -Cairier
private line private line

]

\/ Branch
® ® edge ® edge
Branch @ Branch @ / Branch Branch I

edge edge
Traditional WAN Hybrid WAN Physu:al network (underlay network)




fiber>{ Caracteristicas da SD-WAN: Plug-and-Play

training

* Dispositivos Plug-and-Play aumentando a velocidade de
Implementacao de novos sites.

Multi-tenant Subscription ® o
management s and self-service i \\
O g > iMaster NCE-WAN ]¢ ‘n‘

MSP/Carrier 1 Enterprise

)

Perform operations on It applies to scenarios T, There is no skill

devices in batches in where multiple acces VAN reaui
~ equirement
the warehouse and modes are used, and et
' based nsite in DHCP
deploy them in a Lol the configuration is | kb (s)cest::ri'gs.

centralized manner. LE Y completed in one click. s 2l

|
| Plug-and-play implemented =~ |
in multiple modes

Device deployment | Carrier
and onboarding ® L network




fiber>{ Flexibilidade da SD-WAN: Alta

. Performance
* Dispositivos melhorados para entregar alta performanc

paraarede

Functions of pure routing SD-WAN functions

Mutlti-scenario
interconnection

Forwarding performance

600 \
400
200

. . |

Traditional SD-WAN
WAN

After SD-WAN is enabled, 0 l
the forwarding performance 80 /0
deteriorates sharply.

The performance bottleneck of routers is
Requirements on the key factor that restricts large-scale Requirements on
forwarding performance commercial deployment of SD-WAN. forwarding performance

* % * ok k& &



fiber>{ Caracteristicas da SD-WAN: Orquestracao

Automatica da Rede

* Redes tradicionais exigem acesso um a um nos
equipamentos por profissionais altamente capacitados

* Redes SDN gerenciam todos os equipamentos
simultaneamente e auxiliam na aplicacao de configuracoes

: () A\
iMaster NCE-WAN .4 crssasessanes ;]
| Propose

|
|
- i o

; ranch P2 R
; \ site
/ Nt 1’37
7 Y tunne;  Jregl S

Enterprise WAN interconnection



fibert'm)mg Caracteristicas da SD-WAN: Direcionamento
de Trafego Inteligente

* Redirecionamento de trafego inteligente garantindo
experiéncia de uso

 Diferentes links ofertam diferentes qualidades. Aplicacoes
sao direcionadas de acordo com 0s requisitos e qualidade.

Application identification and traffic steering processes

®Application-based
traffic steeriﬂg_ w’

®Application ' Video

identificatiofn / __a_pp_l_i_@__ti_o_r_\g_}
e Voice ‘
S |___applications |

Internet access ‘
service




fib@ﬁzf Caracteristicas da SD-WAN: Otimizacao de
WAN

* Otimizacao de WAN melhorando a qualidade dos links

Internet

Branch

Enable WAN |
optimization.

* Quando a qualidade do link WAN deteriora, tecnologias de
otimizacao aumentam a tolerancia a falhas melhorando a
experiéncia de uso das aplicacoes.



fiber;c?mg Caracteristicas da SD-WAN: Conexao Segura,
O&M Virtualizado e Interfaces Abertas

. : . Centralized management/control and
Secure and reliable interconnection Open APIs visualized O&M

OSS/BSS Analysis system Third-party Other
VAS applications |

[rm—————

Northbound y pecrqyi Api

nterf
interface ' SD-WAN
Controller )
SD-WAN gi}
Controller
Centralized
NETCONF/SSH
Squthbound t BGP /DTLS/ Performance data management
interface ; HTTP/2 and control
o= .
.%E B — - — 7 . — T
R i ¢ SR ¥ YN A VvCPE IWG
*  SD-WAN must provide system and service security. The * In the northbound direction, the network controller * In the network control system, the central
network devices, control system, and services transmitted in provides open and programmable RESTful dashboard displays key network performance
SD-WAN must have basic security protection capabilities interfaces to implement SD-WAN integration and data, bandwidth proportion of key applications,

such as attack defense. customization by third parties. and application health scores.



fiberm?mg Alta Disponibilidade para Interconexao dos
Escritérios

E2E reliability design ensures high availability of branch interconnection services

i E vl \‘\
Coqt?oll! cluster

|

|

|

[ ’

| /

| /

|

[ .

|
|
|
|
|
|
|
|
|
|

\
\
\
:
\ __——13 )
N\ ./‘ /'

CPE redundancy | Multi-link redundancy Hub redundancy | Controller redundancy
Two CPEs at a site back up Underlay link redundancy is The solution supports two CPEs The cluster is deployed,
each other, and they support I supported. When a link is faulty, l at a single hub and dual hubs. I providing high reliability,

RRP or route switchover. services are automatically When the hub is faulty, the site remote disaster recovery,
' switched to other links. ' node automatically switches to ' and automatic switchover.

the backup hub.




fiber>{ A-FEC Inteligente

training

* Codificacao de Redundancia inserida conforme
percepcao de Qualidade

e Suportarecuperacao de ate 20% de perda de pacotes

Packet Before After
Networked Environment | | jundancy Rate |  Optimization | Optimization
30 Mbit/s + 65 ms delay + 5% 7% No frame freezing and | No frame freezing
AR router AR router packet loss low definition and high definition
o - (built-in WOC) (built-in WOC) I 30 Mbit/s + 65 ms delay + Si0% Artifact and frame No artifact or
® 0 - o ® 0 10% packet loss freezing frame freezing
“" - Internet - m 30 Mbit/s + 65 ms delay + Serious artifact and No artifact or
20% packet loss 22% frame freezing frame freezing
Branch 1  Original Redundancy Branch 2 A-FEC: The FEC protection window and protection mode are
packet acket e N automatically and dynamically adjusted based on the link quality.
_— T — -
— > # ) -~
) N\t — |
Detect link quality in real time  Packet loss Enable FEC on the g .
and adjust the FEC protection during receive device .
window as required. transmission and restore the original
video packet. Huawei 2 (0% packet loss, no Third party:39% packet loss and

frame freezing, no artifact artifact



Tecnologias

de Base para
SD-WAN




fiber>{ Tunelamento GRE

training

 Para ainterconexao entre escritorios sem uso de linhas
privadas, a opcao e o uso do GRE via Internet.

terconnection between
ranches and HQ

>

Internet




fiber»{ Tecnologias de Tunelamento

training

* Existem diversas tecnologias de Tunelamento e todas se
baseiam nesse conceito basico.

Tunnel data Tunnel
forwarding / Internet
___________________ }
1

Encapsulate the l The device forwards the

outer header packet on the underlying

|

|

network based on the t

Data outer header. The i

—] " underlying network is !

Implementation unaware of the inner data. |

Decapsulate the

1
|
1
1
|
|
1
1
of tunnel data | L

forwarding : Inner Header Data
1
1
|
1
1
: outer header

—————— e ————— = ===




fiber>{ Fundamentos do GRE

training

* Tunel de L3 que pode funcionar tanto em |IPv4 quanto em
IPvb

* Encapsula os pacotes originais dentro de novos pacotes
IP para serem transmitidos em uma rede publica.

g1 '- IPA ¥ R PR TR ;‘.
- > l ~ .

Data — : Encapsulate the

outer header The device forwards

GRE tunnel the packet on the
interface Data 1 underlying network
IP header.

GRE tunnel

|
1
1
1
1
|

based on the outer :
|
|
1
1 interface
|

. Ny A7 Data

1
Decapsulate the I
outer header :



fiber>{ Tunelamento IPsec

training

 Também € uma tecnologia para interconexao entre
escritorios e filiais

* Diferente do GRE, proveé criptografia para protecao dos
dados

A Branc! |
[\ site
4

v
7~ Brancr\}’ %@o
| . . > =
. site IPs X P
; ec fun nej ')0@/ E L\
‘”'Ba%ranc ! \psec punnel : N i il
® y | .
C_git_g_ =5 / | Enterprise WAN
' I
|
i

I interconnection

“E

/ Carrier network

l
E A |
./ WAN




fiber>{ Visio Geral do IPsec

training

» Usado por cima do GRE para prover protecao dos dados
trafegados

* |[Psec autentica e encripta dos dados para garantir essa
protecao

GRE over |Psec

Data 7 N — Da_ta .
.. enayption and ) GRE tunnel encryption and
"\ authentication Jseson iy authentication M
- X 7 Carrier network § ——
[ Enterprise branc - IPsec.tunnel A— HQ ,
N \ / J

Enterprise ! : ! Enterprise
egress | | egress
} I

encrypted

* On the live network, GRE over IPsec technology is typically used for interconnection between branch sites. IPsec technology ensures

secure data transmission, and GRE technology ensures interconnection between enterprise intranets.



fiber>{  Criptografia dos Dados

training

e Simeétrica: Alto desempenho mas alto risco de
descobrimento da chave

* Assimetrica: Alta sequranca da chave mas desempenho
muito baixo

Symmetric encryption Asymmetric encryption

R RT2
RT1 RT2 ®
The device automatically generates a
public key and a private key
= v o

The same key is preconfigured or ! _K_u:; pzi_r
transmitted in advance '

: Public Private ||

X v

Key exchange = 'l keyB keyB ||

KeyA Jam = = = == — Key A Public key e el
-~

transmission

Encryption Decryption Public key B Private key B
b4 Data forwarding .
| Enaypted data pug Encypted data public key Prvate key
encryption decryption
Data forwarding
Encrypted data pted datz




fiber»{ Criptografia dos Dados com IPsec

training

 Criptografia Assimetrica pra troca da chave

 Criptografia Simétrica pra protecao dos dados
transmitidos

IPsec encryption and decryption

IPsec device IPsec device

S [ M

I
|
|
I
Use the public key to : F Alfter the symmetric key is
| [ « exchanged, the symmetric
I
I
1
I
1
I

Use the public key to

encrypt data encrypt data

Use the private key to key is used to el m:ryptand Use the private key to
Symmetric encryption 2] Exchange user data | Symmetric encryption
Encrypt and Encrypt and
decrypt data using decrypt data u

the symmetric key the symmetric key




fiber>{ MP-BGP

training

* Extensao do BGP para propagar multiplos protocolos

* Fundamental para o desenvolvimento de novas
aplicacoes, desde o MPLS-L3VPN até as SD-WAN e SRv6

o

VO
9, ! J
et de

BGP speaker m BGP speaker | IPv4 | BGP speaker

© —3— —

Rl : . R2 . . R3

BGP-4 MP-BGP



fiber>{ BGP eVPN

training

* Extensao do BGP que possibilita a separacao dos Planos
de Controle e Encaminhamento

* Independente da Tecnologia utilizada no plano de
encaminhamento, funciona em cima do MPLS, SR-MPLS,
SRvb, SD-WAN, VXLAN, etc

o EVPN on the control plane
Control plane EVPN (MP-BGP) learns the peer MAC address.
MAC1 MAC2

€©) The data plane forwards data.

Label switching (MPLS) . -
R1 R2




fiber>{(  Vantagens do eVPN

training

* Oferece solucgoes para Balanceamento de Carga,
Prevencao de Loops, Descobrimento automatico de PEs e
otimizacao de trafego Broadcast, alem de permitir
conexoes em modo all-active para os CEs.

Control plane: PEs exchange BGP EVPN packets to transmit MAC

and IP addresses.

® ® Other advantages of EVPN:
» CEs can access PEs in all-active mode.

<R> « Automatic discovery of PE members
* Loop prevention

IP or MPLS

CE2 -+ Broadcast traffic optimization
® « Support for Equal-Cost Multi-Path (ECMP)

®

Data plane: Data forwarding paths are formed by IP tunnels or

MPLS label forwarding paths. The data plane forwards data and
does not need to broadcast packets to learn MAC addresses.




fiber>{ Aplicacio do eVPN na SD-WAN

training

* 0 BGP eVPN controla as rotas que vao determinar os
tuneis GRE/IPSec VPN gue estao funcionando no overlay

da rede.

-

- ~
BGP EVPN AT “~_ BGPEVPN
routes % IPsec VPN B routes
o ~
” = - ~
i Transport o %
network-1
O 1111 ‘ @ 1112
@ 2221 (2 . > ® @ 2222
rans
Site Site 1 networ‘:(lz-z Site 2 Site
(CPE) information

information  (CPE)
IPsec VPN
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training

0

Master NCE

’a‘-

|
|
|
|
I
|
|
|

Network layer

Componentes Chaves da Solugcao SD-WAN

Service presentation layer

Northbound network service layer

VPN/Traffic steering/
QoS/Security/WOC
h 4

4
Southbound NE layer

®

&

[N
‘4

%

1 1

CPE-VIM  O&M

R
k\‘;‘-’:’.

-~

_ @23 Public
@) cloud site

No.

Component

N\

Functions

iMaster NCE-
WAN

Network service orchestration

NE control

Basic network O&M

CPE orchestration and management
Basic performance monitoring
(providing link quality information,
application quality information,
traffic information, as well as
statistics from dimensions such as
intra-site and inter-site)

N A ot

RR

Distributes information about inter-CPE
VPN routes and tunnels based on VPN
topology policies.

CPE

Functions as the egress device of a site,
which can be a traditional CPE or
Network Functions Virtualization (NFV)
vCPE.

Gateway

Connects an SD-WAN network to a
non-SD-WAN network.




fiber>{ Conceitos de CPE

training

 Podem ser Fisicos ou Virtuais (vCPE)

* Responsaveis por manter os tuneis estabelecidos e
aplicar as politicas indicadas pelo Plano de Controle

|
e 1
VPC/vNet A\"' i " - ‘
. vCPE : i “b&
| \ ~ /

: \ \__site. E ’P°"°’faytu o ’b CPE/RR
: c’/[;nterprlse _
overay runnel § HQ EH

Overlay network




fiber>{ Conceitos de RR

training

 Podem ser Fisicos ou Virtuais (VRR)

* Responsaveis por propagar todas
as informacoes de eVPN para as
entidades que compoem a SD-WAN

* Estabelecemrelacao de vizinhanca
BGP com todos os elementos da
rede

* Podem ter funcao exclusiva ou
serem implementados nos CPEs
principais da rede

+Z iMaster NCE

I'* Filter overlay routes.
|+ Control the overlay
, network topology.
'
CPE

"63
MPLS /;(branch edge)

CPE

CPE
(branch edge)

= » Management channel

BGP EVPN peer relationship



fiber>{  Conceitos de Gateway

training

* Novos sites SD-WAN precisam em algum momento
conversar com a rede legada

* Os gateways sao responsaveis por realizar essa
comunicacao entre tecnologias diferentes de
comunicacgao

R - PE -
¥ t:v.ewprisel’ o @ a1 2 J.‘_"__,.[n:erpusel |

\ Gateway
MPLS

| . abmitetwork= F-=——— ' R Network Zm '*{*ﬁ} Enterprise 2 )
N Enterprise 2 - Sk @ N\
| PE

[ srprise 3 )
Traditional MPLS domain SD-WAN domain nterprise |



fiber>{ Canal de Geréncia

training

e Controladora estabelece canal de gerenciamento via
NETCONF com todos os elementos para que as
configuracoes sejam injetadas e as informacoes de
desempenho sejam coletadas

’ iMa ster NCE ]
.3" & // »
6 q‘? D 'y <>
Sos 1
§ v / . ~ ~ E
I %E Branch pm2
& d site RO
{ CQE Q’(é \ S
| . c
' Bra-mch ® 6 CPE/RR
' Slfte - Data Cha @/ E i
/ fine( Enterprise,_-
: HQ [

_ Branch |
~ site

Overlay network



fiber>{  Canal de Controle

training

* RR estabelece canal de controle atraves das vizinhancas
BGP

e Sa0 trocadas informacoes de chaves IPSEC, rotas de
servico, estabelecimento de tuneis, etc.

An RR is typically

RR deployed at the HQ

— site,
O 8 -.,-“ e
@Sff ' Branch N
i —— el
SCBE. ™ %
Branch- ® 05.9 "
site” %, CRE Bl

Overlay network



fiber>{ Canal de Dados

training

* 530 os tuneis GRE ou GRE sobre IPSEC que sao
estabelecidos entre os CPEs para escoamento dos dados.

* Os canais de dados que formam a rede overlay.

ranc
e
CPE

S

- Branch %
- Data channe 7 CPEIRR . ik

- E : @ Enterprise gy—y
‘ % CPE : hanne\ : HQ "_ 5
- taC ,
Branch ® Da
site - l

I
|
|
I
i
! ' Overlay network
: I

i : Carrier network/ <
| [ Enterprise-built network

/,
Underlay network



fiber>{ Siglas Importantes

training

HQsite | Site ID: AAA * Transport network (TN): refers to a WAN access network provided by an ISP,

1113 2222 which implements WAN interconnection of enterprise branches.
(CPE router ID) (CPE router 1D)

» Routing domain (RD): If different TNs can communicate with each other (for

example, the Internet networks provided by ISPB and ISPC in the figure on the
right), they are considered to be in the same RD.

* Site ID: indicates the globally unique ID of a tenant site, which is allocated by
iMaster NCE-WAN.

MPLS-ISPA CPE router ID: indicates the globally unique ID of a CPE. A site can have one or

two CPEs. The router ID of a CPE is typically the CPE's loopback interface address.

*  WAN link: refers to a link connecting to a WAN interface. The IP address
allocation mode, link negotiation rate, and bandwidth can be configured for a

WAN link.

*  TNP: refers to the WAN interface on a CPE for connecting to a transport network.

3333
(CPE router ID) (CPE router ID) (CPE router ID)

Branch site 1 | Site ID: BBB Site ID: CCC Branch site 2 network ID, public IP address, private IP address, and tunnel encapsulation mode.

/

The key information about a TNP includes the site ID, CPE router ID, transport



fiber>{ Processo de Interconexio
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Management channel establishment C>

' W B¢ me !

--= -~ ey IMaster NCE:
»@w S T
administrator | (management

channel)
D
Installation :

engineer ,}' J
ﬂ S ST . CPE/RR

1. A network administrator configures WAN link
parameters for CPEs and RRs on iMaster NCE-WAN.

2. An installation engineer delivers the WAN link
parameter configurations to the CPEs and RRs
through ZTP.

3. The CPEs and RRs proactively register and establish
NETCONF channels (management channels) with
iMaster NCE-WAN.

Control channel establishment

. After iMaster NCE-WAN delivers configurations to

the CPEs and RRs through the management
channels, the CPEs establish DTLS management
channels with the RRs.

The CPEs exchange TNP and IPsec SA information
with the RRs.

The CPEs establish BGP EVPN control channels with
the RRs based on the TNP and SA information.

Data channel establishment and data

forwarding
TNP ... ®_ . ET
—| ——
/™M@
Data channel
Cae———
CPE CPE

The RRs reflect the TNP and IPsec SA information
about the CPEs.

The RRs reflect service routes of the CPEs.

After the TNP and IPsec SA information is
advertised, the CPEs are triggered by routes to
establish data channels with each other.



fiber>{ Design de Topologia
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Hub-spoke networking Full-mesh networking
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o Local Internet access

o Centralized Internet access
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