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E um NOG (Network Operators Group) onde profissionais da area trabalham
compartilhando conteuddo técnico com o objetivo de fazer uma Internet Brasileira

melhor.

Possui uma Wiki aberta (https://wiki.brasilpeeringforum.org/) para facilitar o
compartilhamento de conteddo em forma de artigos e tutoriais e também uma Lista
de Discussao (https://listas.brasilpeeringforum.org/).

Qualquer pessoa cadastrada pode contribuir com novos artigos ou tutoriais ou
acrescentar informac¢8es complementares.

Acesso gratuito.
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| Apresentadores Marcelo Gondim

e Comecou sua carreira como desenvolvedor de software em
COBOL e Clipper entre 1992 e 1995. Em 1996 foi responsavel por
desenvolver um sistema concorrente com o RENPAC da Embratel
para acesso ao SISCOMEX e implantou a Internet para fins
comerciais na empresa DATABRAS.

e Trabalhou como consultor e instrutor de Linux na Conectiva S/A em
2000.

e Em 2003 se tornou consultor de diversos Provedores de Internet
na Regido dos Lagos - RJ e onde acabou se tornando CTO da
Nettel Telecomunicagdes (AS53135) com 42.000 assinantes.
Implantou IPv6 iniciando em 2013 e se tornou participante do
MANRS com diversas contribuicbes com artigos e palestras.

e Atualmente é Especialista em Redes, cuida do SOC (Security
Operations Center) da Brasil TecPar AS262907, onde desenvolve
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espalhada pelo RS e MT/MS, também certificada KINDNS.
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Introducao

e Surgiu devido a escassez de IPv4 disponivel para os Provedores
de Acesso.

e Alocacao de Enderecos definida pela RFC6598.

o Range 100.64.0.0/10.
o Ndao é o mesmo que RFC1918.

e Uma maneira sustentavel e organizada para continuar
provendo acesso ate a transicao completa para IPv6.

e CGNAT é NAT.
e CGNAT “nao & NAT".




Aspectos Legais

e Importancia do registro e guarda de logs para identificacdao do
usuario.

o Art. 10, Art. 13 e Art. 15 do Marco Civil.

e Somente o endereco IP de origem n3o é suficiente. E necessario
haver o registro da porta de origem também.

o Interpretac¢des do Judiciario no sentido da obrigatoriedade da
guarda também da porta de origem.

e Nao se deve jamais registrar endereco de destino para este
proposito (violagdo da privacidade).

e Provedores de conteudo devem tambéem guardar os registros de
porta de origem, caso contrario a identificacdo nao é possivel.




Tipos de CGNAT - Deterministico

e Mais utilizado pelos provedores em geral pela facilidade de
implementacao.

e Define um range limitado de portas TCP e UDP por usuario para
ser utilizado.

e Permite uma economia razoavel de enderecos IPv4 Publicos a
depender do nivel de compartilhamento realizado.

e Requer uma quantidade bem menor de log (apenas os de
autenticacdo e atribuicao do IP da range de CGNAT).




Tipos de CGNAT - Deterministico

e Exemplo 1 - Compartilhamento 1:32

o 32 assinantes compartilham o mesmo IPv4 Publico
o 2016 portas de origem alocadas para cada IP Privado

e Exemplo 2 - Compartilhamento 1:16

o 16 assinantes compartilham o mesmo IPv4 Publico
o 4032 portas de origem alocadas para cada IP Privado

e Exemplo 3 - Compartilhamento 1:8

o 8 assinantes compartilhardao o mesmo IPv4 Publico
o 8064 portas de origem alocadas para cada IP Privado

iptables -t nat -A CGNAT -s 100.64.18.10 -p tcp -j SNAT --to
192.0.0.1:3040-5055

iptables -t nat -A CGNAT -s 100.64.18.10 -p udp -j SNAT --to
192.0.0.1:3040-5055



Tipos de CGNAT - Bulk Port Allocation

e Realiza a atribuicao de portas de orl%em para cada IP de
CGNAT de maneira dlnamlca e em blocos, conforme a
necessidade de cada assinante.

e Define um range maximo de portas TCP e UDP inicial por
usuario e blocos adicionais a serem alocados posteriormente
conforme a necessidade de cada um.

e Permite uma economia maior de enderecos IPv4 Publicos pois
a maioria dos usuarios nao utilizam um alto numero de portas
e um mesmo |Pv4 pode ser utilizado por uma quantidade
maior de usuarios.

e Requer registro de log devido as alocagbes serem realizadas de
maneira dinamica. @)




Tipos de CGNAT - Bulk Port Allocation

e Exemplo 1

o Assinante recebe inicialmente uma alocacao de 512 portas
para uso.

o Quando atingir uso do numero de portas alocadas o sistema
alocara blocos adicionais de 512 portas (ndao contiguas) para o
mesmo IP Privado utilizado pelo assinante.

e Exemplo2

o Assinante recebe inicialmente uma alocacao de 256 portas
para uso.

o Quando estiver perto de atingir uso do numero de portas
alocadas o sistema alocara blocos adicionais de 128 portas

(ndo contiguas) para o mesmo IP Privado utilizado pelo
assinante.

. (&)
e (Cada nova alocagao gera uma entrada nos logs. <)



Processo de Identificacao de Usuario

. )-lf:‘:z‘] E
= g "
IP Destino: 200.160.2.3

| Porta de Destino: 443 Web server
IP de Origem: 198.51.100.22
Porta de Origem: 48122

IP Destino: 200.160.2.3 —~
Porta de Destino: 443 ©

IP de Origem: 100.64.1.22
Porta deOrigem: 21402 8.P.F



Processo de Identificacao de Usuario

&

Web server
Log do Servidor

198.51.100.22 48122 - servidor-web [28/Apr/2023:10:22:44 -0300] "GET

/index.html HTTP/1.1"™ 201 1126 "-" ""Mozilla/5.0 (Windows NT 10.0;
x64; rv:59.0) Gecko/20100101 Firefox/59.0"

Wino4;



Processo de Identificacao de Usuario

IP Destino: 200.160.2.3 IP Destino: 200.160.2.3
Porta de Destino: 443 Porta de Destino: 443
IP de Origem: 198.51.100.22  IP de Origem: 198.51.100.22

i .4 PortadeOrigem: 23482 Porta de Origem: 18680

FZ—";"F . > { \
IP Destino: 200.160.2.3 IP Destino: 200.160.2.3 \
orta de bestino. ino: .

IP de Origem: 198.51100.22 [P e Origem 195.51.100.22 Web server
Porta de Drigem: 48122 Porta de Drigem: 14288

a8

IP Destino: 200.160.2.3 —~
Parta de Destino: 443 )
e origem. . . B.P.E

Porta de Origem: 21402
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Processo de Identificacao de Usuario

o | forma%ﬁes ne,ccfssé,rijas serem fornecidas pelo Provedor de
onteudd para identificacao

o |IP de Origem
o Porta de Origem
o Data e horario do acesso ao conteudo (com fuso horario)

e Com %ssas informagrc”)es é solicitado ao Provedor de Acesso que
consulta seus registros.

0 No%aso do IP de Orig m ser IP Publjco alocarlo ra CGNAT
verifica seus IstroS/logs para |dent|ﬁcar ual o IBﬂnterno de
CENAT foi Ltilizado 08> P d

= Parsisso ser possivel é necessaria a informacao da Porta
de Origem

- Verifica-se emiéo nos re%istr s de %utenticagéo qual usuario
recebeu aquele IP naqugla data e horario.

B.P.F
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Diagrama Fluxo CGNAT
Deterministico

192.168.0.1/24 W = 0 10.172124

CGNAT

100.64.0.0/22 198.18.0.0/27
192.168.0.2/24

10.0.10.1/24

_IPv4 plblico,

IPv6 global ; y

198.18.0.0 - porta origem 5056-7071 tcp/udp
2001:0db8:118:0:a941:6164:1a79:c0f3

Cliente
100.64.0.2
2001:0db8:f18:0:a941:6164:1a79:c0f3
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CGNAT Deterministico 1/32 com GNU/Linux
Debian 11 (Bullseye)

*
o —
ebldn 5.P.
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Hardware e Sistema que utilizaremos neste tutorial:

e 2x Intel® Xeon® Silver 4215R Processor (3.20 GHz, 11M Cache, 8
nucleos/16 threads). Ambiente NUMA (non-uniform memory access).

32Gb de ram.

2x SSD 240 Gb RAID1.

2x Interfaces de rede Intel XL710-QDA2 (2 portas de 40 Gbps).

GNU/Linux Debian 11 (Bullseye).

e LACP -2 portas de cada interface para redundancia.
e EspecificacBes PCle de barramento por versao x lane (x1):

PCle 1.0/1.1 - 2.5 GT/s - (8b/10b encoding) - 2 Gbps.
PCle 2.0/2.1 - 5.0 GT/s - (8b/10b encoding) - 4 Gbps.
PCle 3.0/3.1 - 8.0 GT/s - (128b/130b encoding) - ~7,88 Gbps. (@)
PCle 4.0-16 GT/s - (128b/130b encoding) - ~15,76 Gbps. B.P.E


https://ark.intel.com/content/www/us/en/ark/products/199349/intel-xeon-silver-4215r-processor-11m-cache-3-20-ghz.html

Calculando a capacidade:

Se observarmos a XL710-QDA2 é PCle 3.0 x8 (8 lanes) ou seja
o barramento ira suportar:

e 8.0 GT/s * (128b/130b encoding) * 8 lanes = 63,01 Gbps
O objetivo do LACP nesse caso, nao seria alcancar os 80 Gbps de
capacidade em cada interface, mesmo porque cada barramento das

interfaces é limitado em 63,01 Gbps, mas manteremos um backup dos 40
Gbps.

e 2 interfaces: Trafego 63,01 Gbps de entrada e 63,01 Gbps de saida.

e CPU Affinity. @



Teste para suporte a CPU Affinity:

Teste para suporte a CPU Affinity:

# cat /sys/class/net/<interface>/device/numa_node

e Resultado -1: sem suporte.
e Resultado 0: controle CPUO.

e Resultado 1: controle CPUI1.
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Cores por CPU:

# cat /sys/devices/system/node/node0/cpulist
0-7

# cat /sys/devices/system/node/node1/cpulist
8-15

No exemplo acima a CPUO tem os cores de 0 a 7 e a CPU1, os cores de
8 a 15, ou seja, € um equipamento com 16 cores.

Também é importante, para aumento de performance, que seja
desabilitado na BIOS o HT (Hyper Threading).



Ferramenta de tuning:

# apt install ethtool

Nosso exemplo temos 16 cores sendo que 8 cores por CPU.

# ethtool -L enp5s0f0 combined 8
# ethtool -L enp5s0f1 combined 8
# ethtool -L enp6s0f0 combined 8
# ethtool -L enp6s0f1 combined 8

Brasil Peering Férum



CPU

e Remova irgbalance e use ferramenta de cpu affinity:

Intel Network Adapter

# /root/scripts/set_irg_affinity 0-7 enp5s0f0
# /root/scripts/set_irg_affinity 0-7 enp5s0f1
# /root/scripts/set_irg_affinity 8-15 enp6s0f0
# /root/scripts/set_irg_affinity 8-15 enp6s0f1

Affinity:


https://www.intel.com/content/www/us/en/download/18026/intel-network-adapter-driver-for-pcie-40-gigabit-ethernet-network-connections-under-linux.html

e Rings RX e TX.

# ethtool -g enp5s0f0

Ring parameters for enp5s0fO0:

Pre-set maximums:

RX: 4096

RX Mini: n/a

RX Jumbo: n/a

TX: 4096

Current hardware settings:
RX: 512

RX Mini: n/a

RX Jumbo: n/a

TX: 512




Acima vimos que o valor maximo & de 4096 tanto para
TX, quanto para RX mas esta configurado para 512 em
RX e TX. Facamos entao:

# ethtool -G enp5s0f0 rx 4096 tx 4096
# ethtool -G enp5s0f1 rx 4096 tx 4096
# ethtool -G enp6s0f0 rx 4096 tx 4096
# ethtool -G enp6s0f1 rx 4096 tx 4096




Vamos desabilitar as seguintes options das interfaces:
TSO, GRO e GSO.

# ethtool -K enp5s0f0 tso off gro off gso off
# ethtool -K enp5s0f1 tso off gro off gso off
# ethtool -K enp6s0f0 tso off gro off gso off
# ethtool -K enp6s0f1 tso off gro off gso off

Aumentaremos o txqueuelen para 10000:

# ip link set enp5s0f0 txqueuelen 10000
# ip link set enp5s0f1 txqueuelen 10000
# ip link set enp6s0f0 txqueuelen 10000
# ip link set enp6s0f1 txqueuelen 10000




Habilitando bonding:

# apt install ifenslave
# modprobe bonding
# echo "bonding" >> /etc/modules

Salvaremos tudo o que fizemos em
/etc/network/interfaces, configurado conforme nosso
diagrama, usando LACP e executando nossos comandos
anteriores.



auto bond0

iface bond0 inet static
bond-slaves enp5s0f0 enp5s0f1
bond _mode 802.3ad
bond-ad_select bandwidth
bond_miimon 100
bond_downdelay 200
bond_updelay 200
bond-lacp-rate 1
bond-xmit-hash-policy layer2+3
address 10.0.10.172/24
gateway 10.0.10.1
pre-up /usr/sbin/ethtool -L enp5s0f0 combined 8
pre-up /usr/sbin/ethtool -L enp5s0f1 combined 8
pre-up /root/scripts/set_irg_affinity 0-7 enp5s0f0
pre-up /root/scripts/set_irg_affinity 0-7 enp5s0f1
pre-up /usr/sbin/ethtool -G enp5s0f0 rx 4096 tx 4096
pre-up /usr/sbin/ethtool -G enp5s0f1 rx 4096 tx 4096
pre-up /usr/sbin/ethtool -K enp5s0f0 tso off gro off gso off
pre-up /usr/sbin/ethtool -K enp5s0f1 tso off gro off gso off
pre-up /usr/sbin/ip link set enp5s0f0 txqueuelen 10000
pre-up /usr/sbin/ip link set enp5s0f1 txqueuelen 10000




auto bond1

iface bond1 inet static
bond-slaves enp6s0f0 enp6s0f1
bond_mode 802.3ad
bond-ad_select bandwidth
bond_miimon 100
bond_downdelay 200
bond_updelay 200
bond-lacp-rate 1
bond-xmit-hash-policy layer2+3
address 192.168.0.1/24
pre-up /usr/sbin/ethtool -L enp6s0f0 combined 8
pre-up /usr/sbin/ethtool -L enp6s0f1 combined 8
pre-up /root/scripts/set_irq_affinity 8-15 enp6s0f0
pre-up /root/scripts/set_irqg_affinity 8-15 enp6s0f1
pre-up /usr/sbin/ethtool -G enp6s0f0 rx 4096 tx 4096
pre-up /usr/sbin/ethtool -G enp6s0f1 rx 4096 tx 4096
pre-up /usr/sbin/ethtool -K enp6s0f0 tso off gro off gso off
pre-up /usr/sbin/ethtool -K enp6s0f1 tso off gro off gso off
pre-up /usr/sbin/ip link set enp6s0f0 txqueuelen 10000
pre-up /usr/sbin/ip link set enp6s0f1 txqueuelen 10000




Colocaremos o kernel do backports. Para isso deixe
0 seu /etc/apt/sources conforme abaixo e rode os
comandos na sequéncia:

deb http://security.debian.org/debian-security bullseye-security main
contrib non-free

deb http://deb.debian.org/debian bullseye main non-free contrib

deb http://deb.debian.org/debian bullseye-updates main contrib non-free
deb http://deb.debian.org/debian bullseye-backports main contrib non-free

# apt update
# apt install -t bullseye-backports linux-image-amdé4
# reboot




static loop e rc.local:

Recomendacoes sobre Mitigacao DDoS

# > /etc/rc.local
# chmod +x /etc/rc.local

Dentro teremos:

#!/bin/sh -e
/usr/sbin/ip route add blackhole 198.18.0.0/27 metric 254
/usr/sbin/route add -net 100.64.0.0/22 gw 192.168.0.2

No exemplo acima estamos colocando em blackhole o0 nosso
prefixo IPv4 publico deste tutorial que é o 198.18.0.0/27 e
adicionando uma rota de retorno do prefixo 100.64.0
usado no nosso BNG para o next-hop 192.168.0.2. B.P.FE
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https://wiki.brasilpeeringforum.org/w/Recomenda%C3%A7%C3%B5es_sobre_Mitiga%C3%A7%C3%A3o_DDoS

Reducao dos tempos de timeouts tcp e udp:

e No /etc/rc.local:

echo 5 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_syn_sent

echo 5 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_syn_recv

echo 86400 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established
echo 10 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_fin_wait

echo 10 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_close_wait
echo 10 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_last_ack

echo 10 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_time_wait
echo 10 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_close

echo 300 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_max_retrans
echo 300 > /proc/sys/net/netfilter/nf_conntrack_tcp_timeout_unacknowledged
echo 10 > /proc/sys/net/netfilter/nf_conntrack_udp_timeout

echo 180 > /proc/sys/net/netfilter/nf_conntrack_udp_timeout_stream

echo 10 > /proc/sys/net/netfilter/nf_conntrack_icmp_timeout

echo 600 > /proc/sys/net/netfilter/nf_conntrack_generic_timeout




Tuning /etc/sysctl.conf:

net.core.default_qgdisc=fq
net.ipv4.tcp_congestion_control=bbr
net.core.rmem_max = 2147483647
net.core.wmem_max = 2147483647
net.ipv4.tcp_rmem = 4096 87380 2147483647
net.ipv4.tcp_wmem = 4096 65536 2147483647
net.ipv4.conf.all.forwarding=1
net.netfilter.nf_conntrack_helper=1
net.netfilter.nf_conntrack_buckets = 512000
net.netfilter.nf_conntrack_max = 4096000
vm.swappiness=10




e Contador conntracks em uso:

# cat /proc/sys/net/netfilter/nf_conntrack_count

e Listar as conntracks:

# cat /proc/net/nf_conntrack

B.P.F
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Ajustando a data e horario do sistema:

# apt install chrony

# cat << EOF > /etc/chrony/chrony.conf
confdir /etc/chrony/conf.d
sourcedir /run/chrony-dhcp
sourcedir /etc/chrony/sources.d
keyfile /etc/chrony/chrony.keys
driftfile /var/lib/chrony/chrony.drift
ntsdumpdir /var/lib/chrony

logdir /var/log/chrony
maxupdateskew 100.0

rtcsync

makestep 1 3

leapsectz right/UTC

EOF




Ajustando a data e horario do sistema:

# cat << EOF > /etc/chrony/sources.d/nic.sources
server a.st1.ntp.br iburst nts

server b.st1.ntp.br iburst nts

server c.st1.ntp.br iburst nts

server d.st1.ntp.br iburst nts

EOF

# systemctl restart chronyd.service
# timedatectl set-timezone "UTC"




ALGs (Application Layer Gateway).

Em /etc/modules adicionaremos mais os mdédulos abaixo:

nf_conntrack
nf_nat_pptp
nf nat h323
nf_nat_sip
nf_nat_irc
nf_nat_ftp
nf_nat_tftp




Iniciando regras CGNAT.:

Antes de comecarmos nossas regras de CGNAT precisaremos
de alguns pacotes:

# apt install python3-pip nftables
# pip install ipaddress

Gerador de regras de CGNAT para nftables: GRCN (José Beiriz).
Nosso script sera dividido em 2 partes:

e O script base /root/scripts/frw-nft.sh.

e Parte composta pelos arquivos de regras de CGNAT, onde
sao feitas as traducbes de IPs privados  100.6 (
(Shared Address Space - RFC6598), para os IPs publicos. B.P.E
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https://github.com/Beiriz/GRCN
https://www.rfc-editor.org/rfc/rfc6598

Nosso script de CGNAT base /root/scripts/frw-nft.sh:

#!/usr/sbin/nft -f
# limpa todas as regras da memoria
flush ruleset

# regras base para o CGNAT

add table ip nat

add chain ip nat POSTROUTING { type nat hook postrouting priority 100; policy accept; }
add chain ip nat CGNATOUT

# libera o proprio CGNAT para acessar a Internet - para atualizacoes por exemplo
add rule ip nat POSTROUTING oifname "bond0" ip saddr 10.0.10.172 counter snat to
198.18.0.0

# faz o jump para as regras de CGNAT
add rule ip nat POSTROUTING oifname "bondQ" counter jump CGNATOUT

# carrega os arquivos de regras de CGNAT
include "/root/scripts/cgnat-0-31.conf"




Ap6s a criaggdo do  script, alteramos @ a permissao
para ficar como executavel e adicionamos ele
nosso /etc/rc.local:

# chmod 700 /root/scripts/frw-nft.sh
# echo "/root/scripts/frw-nft.sh" >> /etc/rc.local

e Gerando nossas regras de CGNAT:

Como estamos trabalhando no modelo deterministico de 1/32
pegarmos nosso bloco privado 100.64.0.0/22 (1024 IPs) e nosso bloco
198.18.0.0/27 (32 IPs) e executarmos em linha de comando:

# cd /root/scripts
# ./cgnat-nft.py 0 198.18.0.0/27 100.64.0.0/22 1/32

dele
em

, basta

publico



e No comando anterior temos o numero 0 como indice
inicial e sendo 1/32, o programa calcula
automaticamente o indice final. Sera gerado o arquivo
cgnat-0-31.conf.

e Se for gerar novas regras, o préoximo indice a ser usado
seria 0 32. Por exemplo:

# ./cgnat-nft.py 32 198.18.0.32/27 100.64.4.0/22 1/32

e O comando acima ira gerar novas regras no arquivo
cgnat-32-63.conf.



Executando o gerador de regras:

Jcgnat-nft.py 0 198.18.0.0/27 100.64.0.0/22 1/32

B L e e e R e e R S R R e e e s p R
GRCN - Gerador de Regras CGNAT em nftables - Beiriz - vid4.0 - 27/07/2020 (25/03/2023)
B e e R

[ Idice inicial: © | piblico: 198.18.0.0/27 | privado: 100.64.0.0/22 | 2016 portas/IP (1/32)]

Indice das regras: 0;

Rede publica: 198.18.0.0/27 (32 IPs);

Rede privada: 100.64.0.0/22 (1024 IPs);

Quantidade de IPs privados por IP publico: 32 (32 sub-redes /27);
Total de portas publicas: 64512;

Portas por IP privado: 2016;

Arquivo de destino (conf): 'cgnat-0-31.conf';

Tecle [ENTER]...

@
B.P.F
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add chain ip nat CGNATOUT_®©

flush chain ip nat CGNATOUT_O
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_O ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_@ ip protocol
rule ip nat CGNATOUT_O@ ip protocol

"cgnat-0-31.conf" 2212L, 223100B

:1024-3039
:1024-3039
:3040-5055
:3040-5055
:5056-7071
:5056-7071
:7072-9087
:7072-9087
:9088-11103
:9088-11103
:11104-13119
:11104-13119
:13120-15135
:13120-15135
:15136-17151
:15136-17151
:17152-19167
:17152-19167
:19168-21183
:19168-21183
:21184-23199
:21184-23199
:23200-25215
:23200-25215
:25216-27231
22521627231
127232-29247
:27232-29247
:29248-31263
:29248-31263
:31264-33279
:31264-33279
:33280-35295

counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter
counter

WOOOONNOOO U EEWWNNRRFRFO®
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

G g g o
NEEWWNNRRO®

[ocNcNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol
=
(&}

[clololNoNoNoNoNoNoNoNoNoNol
(oo loNoNoNoNoNoNoNoNoNoNol

=
(&)}
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add rule ip nat CGNATOUT_@ ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_@ ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_@ ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.
add rule ip nat CGNATOUT_O counter snat to 198.18.0.0

add rule ip nat CGNATOUT ip saddr 100.64.0.0/27 counter jump CGNATOUT_O©

:37312-39327
:39328-41343
:39328-41343
:41344-43359
:41344-43359
:43360-45375
:43360-45375
:45376-47391
:45376-47391
:47392-49407
:47392-49407
:49408-51423
:49408-51423
:51424-53439
:51424-53439
:53440-55455
:53440-55455
:55456-57471
:55456-57471
:57472-59487
:57472-59487
:59488-61503
:59488-61503
:61504-63519
:61504-63519
:63520-65535
:63520-65535

.18 counter snat to 198.18.
.19 counter snat to 198.18.
.19 counter snat to 198.18.
.20 counter snat to 198.18.
.20 counter snat to 198.18.
.21 counter snat to 198.18.
.21 counter snat to 198.18.
.22 counter snat to 198.18.
.22 counter snat to 198.18.
.23 counter snat to 198.18.
.23 counter snat to 198.18.
.24 counter snat to 198.18.
.24 counter snat to 198.18.
.25 counter snat to 198.18.
.25 counter snat to 198.18.
.26 counter snat to 198.18.
.26 counter snat to 198.18.
.27 counter snat to 198.18.
.27 counter snat to 198.18.
.28 counter snat to 198.18.
.28 counter snat to 198.18.
.29 counter snat to 198.18.
.29 counter snat to 198.18.
.30 counter snat to 198.18.
.30 counter snat to 198.18.
.31 counter snat to 198.18.
.31 counter snat to 198.18.

[cNcoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol
[cNcNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol
[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

add chain ip nat CGNATOUT_1
flush chain ip nat CGNATOUT_1

add rule ip nat CGNATOUT_1l ip protocol tcp ip saddr 100.64.0.32 counter snat to 198.18.0.1:1024-3039

add rule ip nat CGNATOUT_1l ip protocol udp ip saddr 100.64.0.32 counter snat to 198.18.0.1:1024-3039

add rule ip nat CGNATOUT_1l ip protocol tcp ip saddr 100.64.0.33 counter snat to 198.18.0.1:3040-5055

add rule ip nat CGNATOUT_1l ip protocol udp ip saddr 100.64.0.33 counter snat to 198.18.0.1:3040-5055

add rule ip nat CGNATOUT_1l ip protocol tcp ip saddr 100.64.0.34 counter snat to 198.18.0.1:5056-7071

add rule ip nat CGNATOUT_1l ip protocol udp ip saddr 100.64.0.34 counter snat to 198.18.0.1:5056-7071

add rule ip nat CGNATOUT_1l ip protocol tcp ip saddr 100.64.0.35 counter snat to 198.18.0.1:7072-9087 B P I:
hdd rule ip nat CGNATOUT_1 ip protocol udp ip saddr 100.64.0.35 counter snat to 198.18.60.1:7072-9087 e e
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table ip nat {
chain POSTROUTING {
type nat hook postrouting priority srcnat; policy accept;
oifname "ensl8" ip saddr 10.0.10.172 counter packets 0 bytes 0 snat to 198.18.0.0
oifname "ensl8" counter packets 0 bytes 0 jump CGNATOUT
¥

chain CGNATOUT {
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.
ip saddr 100.64.

.0/27 counter packets 0 bytes © jump CGNATOUT_O
.32/27 counter packets 0 bytes 0 jump CGNATOUT_1
.6U4/27 counter packets 0 bytes 0 jump CGNATOUT_2
.96/27 counter packets 0 bytes 0 jump CGNATOUT_3
.128/27 counter packets 0 bytes © jump CGNATOUT_4
.160/27 counter packets 0 bytes 0 jump CGNATOUT_5
.192/27 counter packets 0 bytes ® jump CGNATOUT_6
.224/27 counter packets © bytes 0 jump CGNATOUT_7
.0/27 counter packets 0 bytes 0 jump CGNATOUT_8
.32/27 counter packets 0 bytes 0 jump CGNATOUT_9
.6U4/27 counter packets 0 bytes 0 jump CGNATOUT_10
.96/27 counter packets 0 bytes 0 jump CGNATOUT_11
.128/27 counter packets © bytes © jump CGNATOUT_12
.160/27 counter packets 0 bytes 0 jump CGNATOUT_13
.192/27 counter packets 0 bytes © jump CGNATOUT_14
.224/27 counter packets 0 bytes 0 jump CGNATOUT_15
.0/27 counter packets © bytes 0 jump CGNATOUT_16
.32/27 counter packets 0 bytes 0 jump CGNATOUT_17
.64/27 counter packets 0 bytes © jump CGNATOUT_18
.96/27 counter packets 0 bytes 0 jump CGNATOUT_19
.128/27 counter packets 0 bytes © jump CGNATOUT_20
.160/27 counter packets 0 bytes © jump CGNATOUT_21
.192/27 counter packets 0 bytes 0 jump CGNATOUT_22
.224/27 counter packets 0 bytes © jump CGNATOUT_23
.0/27 counter packets 0 bytes 0 jump CGNATOUT_24
.32/27 counter packets 0 bytes 0 jump CGNATOUT_25
.6U4/27 counter packets 0 bytes 0 jump CGNATOUT_26
.96/27 counter packets 0 bytes 0 jump CGNATOUT_27
.128/27 counter packets 0 bytes © jump CGNATOUT_28
.160/27 counter packets 0 bytes © jump CGNATOUT_29
.192/27 counter packets © bytes © jump CGNATOUT_30
ip saddr 100.64.3.224/27 counter packets 0 bytes 0 jump CGNATOUT_31
ip saddr 100.64.4.0/27 counter packets 0 bytes 0 jump CGNATOUT_32
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POC (Proof of Concept):

e Proxmox 3 VMs: CGNAT, BNG e CLIENTE.

e Do router de testes capturei os pacotes para demonstrar como
funciona o CGNAT e a identificacdo do cliente em caso de
recebimento de Oficio com os logs para busca.

No préximo slide teremos o acesso por parte do cliente e a captura
dos pacotes somente para uma POC (Proof of Concept), para
demonstrarmos que o CGNAT esta funcionando e alocando a porta,
dentro do range de portas, corretamente para um determinado
cliente.
B.P.F
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IP: 198.18.0.0
Porta origem: 6767

Packets Captured

.529751

6767 > 200.147.41.220.443:

.645922

@8:27:17.530652 IP 198.18.0.0.6767 > 200.147.41.220.443:
08:27:17.540885 IP 200.147.41.220.443 > 198.18.0.0.6767:
@98:27:17.542010 IP 198.18.0.0.6767 > 200.147.41.220.443:
@8:27:17.558616 IP 200.147.41.220.443 > 198.18.0.0.6767:
@8:27:17.558636 IP 200.147.41.220.443 > 198.18.0.0.6767:
|08:27:17.558747 IP 200.147.41.220.443 > 198.18.0.0.6767:
98:27:17.5587638 IP 200.147.41.220.443 > 198.18.0.9.0767:
@8:27:17.558876 IP 200.147.41.220.443 > 198.18.0.0.6767:
@8:27:17.558897 IP 200.147.41.220.443 > 198.18.0.0.6767:
©8:27:17.558917 IP 200.147.41.220.443 > 198.18.0.0.6767:
@8:27:17.558937 IP 200.147.41.220.443 > 198.18.0.0.6767:
@8:27:17.558998 IP 200.147.41.220.443 > 198.18.0.0.6767:
©8:27:17.559604 IP 198.18.0.0.6767 > 200.147.41.220.443:
@8:27:17.559738 IP 198.18.0.0.6767 > 200.147.41.220.443:
©8:27:17.559756 IP 198.18.0.0.6767 > 200.147.41.220.443:
08:27:20.635644 IP 198.18.0.0.6767 > 200.147.41.220.443:
08:27:20.645147 IP 200.147.41.220.443 > 198.18.0.0.6767:

6767 > 200.147.41.220.443:



Exemplo Oficio: 198.18.0.0, porta 6767 em 20/03/2023 as 08:27:17 UTC-3.
Busca no Radius: 100.64.0.2 em 20/03/2023 as 08:27:17 UTC-3.

add chain ip nat CGNATOUT_O
flush chain ip nat CGNATOUT_O

add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.0 counter snat to 198.18.0.0:1024-3039
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.0 counter snat to 198.18.0.0:1024-3039
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.1 counter snat to 198.18.0.0:3040-5055
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.1 counter snat to 198.18.0.0:3040-5055
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.2 counter snat to 198.18.0.0:5056-7071
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.2 counter snat to 198.18.0.0:5056-7071
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.3 counter snat to 198.18.0.0:7072-9087
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.3 counter snat to 198.18.0.0:7072-9087
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.4 counter snat to 198.18.0.0:9088-11103
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.4 counter snat to 198.18.0.0:9088-11103
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.5 counter snat to 198.18.0.0:111604-13119
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.5 counter snat to 198.18.0.0:111604-13119
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.6 counter snat to 198.18.0.0:13120-15135
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.6 counter snat to 198.18.0.0:13120-15135
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.7 counter snat to 198.18.0.0:15136-17151
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.7 counter snat to 198.18.0.0:15136-17151
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.8 counter snat to 198.18.0.0:17152-19167
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.8 counter snat to 198.18.0.0:17152-19167
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.9 counter snat to 198.18.0.0:19168-21183
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.9 counter snat to 198.18.0.0:19168-21183
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.10 counter snat to 198.18.0.0:21184-23199
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.10 counter snat to 198.18.0.0:21184-23199
add rule ip nat CGNATOUT_O ip protocol tcp ip saddr 100.64.0.11 counter snat to 198.18.0.0:23200-25215
add rule ip nat CGNATOUT_O ip protocol udp ip saddr 100.64.0.11 counter snat to 198.18.0.0:23200-25215




Monitorando trafego:

# apt install bmon
# bmon -b -p bond0,bondl

enplsofo bmon 4.0

Interfaces RX bps pps %| TX bps pps %
enpls@f@ 1.65Mb 2.28K 121.96Mb 10.58K
enpls@fl 129.76Mb  12.08K 9.20Mb 3.48K
Mb (RX Bits/second) Mb (TX Bits/second)
3.45 264.50
2.88 220.41
2.30 176.33
1573 132.25
1.15 88.17
0.58 uu.e8
1 5 1 15 20 25 30 35 40 45 50 55 60 1 5 1 15 20 25 30 35 40 45 50 55 60
RX TX RX TX RX TX
Bits 53.78Tb  1098.56Tb | Packets 30.28G 111.21G Abort Error = 0
Carrier Error = 0 Collisions = 0 Compressed °] 0
CRC Error °] = Dropped 6.96M 0 Errors 0 0
FIFO Error 0 0 Frame Error 0 = Heartbeat Erro = 0
ICMPv6 9.27M 12.43M ICMPv6 Checksu 0 = ICMPv6 Errors 81 0
Ip6 Address Er 19.13K - Ip6 Broadcast 0] 0] Ip6 Broadcast 0] 0]
Ip6 CE Packets 100 = Ip6 Checksum E 0 = Ip6 Delivers 6.30M =
Ip6 ECT(O) Pac 260.76K - Ip6 ECT(1) Pac 5.13K - Ip6 Forwarded = 144.03M
Ip6 Header Err  U80.08K = Ip6 Multicast 919.77Mb 772.19Mb | Ip6 Multicast 1.29M 1.14M
Ip6 No Route <] B Ip6 Non—-ECT Pa 185.68M = Ip6 Reasm/Frag 0 ¢]
Ip6 Reasm/Frag 0 0 Ip6 Reasm/Frag 0 0 Ip6 Reassembly 0 =
Ip6 Too Big Er 0] = Ip6 Truncated (0] = Ip6 Unknown Pr 0] =
Ip6Discards 0 8 Ip60ctets 336.00Gb 46u.90Gb | Ip6Pkts 176.66M 13.66M
Length Error ©] - Missed Error 0 - Multicast - 7.55M
No Handler (0] = Over Error (0] = Window Error = 0
MTU 1500 Flags broadcast,multicast,up | Operstate up @)
IfIndex 4 | Address 00:1b:21:ad:c7:94 Broadcast 7 o 50 £ s e
Mode default | TXQlen 1000 | Family unspec . B p F
Alias Qdisc mq : L L
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CGNAT Deterministico usando Mikrotik RouterOS
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Utilizando Mikrotik RouterOS 6.x como
caixa CGNAT:

e Opcao CCR1036-8G-2S+ (usando as 2 portas 10Gbps opticas).

e Opcado para caixa CGNAT Deterministico com bom custo x beneficio
x facilidade.

e Bons resultados com o minimo de regras de filtro de pacotes e
Fasttrack habilitado. Ja alcancei 13 Gbps de trafego ou 26 Gbps
agregado.

@

-

B.P.
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Configurando o sistema:

e versao  ([JUIFREN R adEdyl, que até o momento,

@ a versao considerada mais estavel.

e Menor complexidade de configuracao com Mikrotik RouterOS
contudo a capacidade alcancada no Debian GNU/Linux sera
superior dependendo do hardware utilizado.

O Fasttrack é um recurso muito importante que aumentara a
performance da sua caixa CGNAT, acelerando o encaminhamento de
pacotes e diminuindo o consumo de CPU.



Configurando o bonding:

e LACP + VLAN nas portas de 10GbE sfp+ da CCR.
e vlan 101 interface que se comunicara com a borda.

e vlan 102 interface que se comunicara com o BNG.



© admin@64:01:54:38:29:C6 (MikroTik) - WinBox (64bit) v6.48.6 on CCR1036-8G-25+ (tile)
Session Settings Dashboard

o
# Quick Set
4 CAPsMAN
W Interfaces
T Wireless

Inerface | teace List Bhemet  EolP Tunnel 1P Tumel GRE Tumel VLAN VRRP Bondng | LTE

[#][=] [2][] ] [¥] [ MortorSaves

LT -
L)
2. PPP [Name /[ Type [MTU  [Actual MTU [L2 MTU [Tx |Rx |Tx Packet (p/s)  |Rx Packe
°[2 Mesh
s P £
() MPLS P New Interface
& IPv6 P
S | o Gt | S _To
1} System P Slaves: s Cancel
® Gueves (sho<foplus? [#=l# [ mpy |
B Files Mode: [802.3ad |# W
- | Disable |
=l Log Primary: |none |=
3 Tools N Link Monitoring: |mii |=
. e Tend Transmit Hash Policy: |layer 2and 3 |#
& Dot1X . — Min. Links: [0 || Remove |

st | Toch |
. LCD Down Delay: |200 |ms ok
¢ Partition Monitor Slaves
b Make i Up Delay: [200 |ms
© New WinBox LACP Rate: [1s
B Eit MIl Interval: [100
= Windows [

(&)

B.P.F
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Interface List

nerface | nteface Lst | Bihemet | EolP Tunnel 1P Tunnel | GRE Tumel  VLAN | VRRP | Bonding | LTE

[#=] ][] ] [¥]
1 [

MU [Actual MTU TU [Tx [Rx [ [MTU  [Actual MTU [L2MTU [Tx
@ vian101borda  VLAN 1500 1500 1576

¢l
Oitems out of 11

Name: [Vlan10lborda |
Type: IVLAN
MTU: [1500

Actual MTU: |

ARP: |enabled
VLAN ID: [101 ARP Timeout: |

Interface: [bonding 7 VLAN ID: [102
| Use Senvice Tag Interface: | bonding

e || Use Service Tag

running

running




lTl.

Route List

[#=] ] =] [v]

|Distance  |Routing Mark | Pref. Source |

|Dst. Address  / |Gateway
» 0.0.0.0/0 10.0.10.1 unreachable i mm— 1
255 10.0.10.172

p 10.0.10.0/24  vlan101-borda unreachable
D 100.640.0/22 192.168.0.2 unreachable i mmm— 1
P 192.168.0.0/24 vlan102-bng unreachable 255 192.168.0.1

@

B.P.F
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Recomendacoes de seguranca:

e Utilize credenciais de acesso com senhas fortes, ndo esqueca
0 login admin sem senha (padrao no Mikrotik RouterQOS).

e Desabilite todos os servicos que nao for utilizar e os que ficarem abertos,
especifique neles o acesso apenas da sua rede de geréncia. Nao deixe qualquer
servico aberto para a Internet.

e Habilite o TCP SynCookies.

e Procure criar suas regras de filtros de pacotes sempre na Table Raw, ela nao
agride tanto a performance do equipamento mas necessita de muita atencao
porque ela pode afetar os acessos dos assinantes. Isso porque uma regra
genérica demais sera analisada tanto com destino a caixa, (@')
destino ao cliente e 0o mesmo pode ocorrer no sentido inveB =

cliente para a Internet. A

um



@ api-ssl
@ fip

8items (1 selected)

Fiter Rules | NAT | Mangle Raw | Service Ports | Connections | Address Lists  Layer7 Protocols

cElEEGR =

Counters “(OResetAIICotners I

[Find | [all [#]

|Action  [Chain |sre.

|Dst. Address |Proto...|Src. Port

|Dst. Port

[in. Inter...|Out. Int... [In. Inter...|Out. Int... |Src. Ad ¥

.. special dummy rule to show fasttrack
0D [%pas.. prerouting

IP Forward

[v| Send Redirects

[ Accept Redirects
[V Secure Redirects
|| Accept Source Route
[v] Allow Fast Path

[v| Route Cache

RP Fitter: \no

Max Neighbor Entries: | 16384

ARP Timeout: |00:00:30

ICMP Rate Limit: |10

"] IPv4 Fast Path Active

IPv4 Fast Path Packets: |0

IPv4 Fast Path Bytes: |0 B

|Pv4 Fasttrack Active

IPv4 Fasttrack Packets: [0

IPv4 F k Bytes: 0B

@

B.P.F
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& Quick Set
7 CAPSMAN
"W Interfaces
7 Wircless
2% B

%= PPP

°a Mesh

=l 1P

() MPLS

[v| Enabled

P
) Mode: [unicast
e ¥ Primary NTP Server: |200.160.0.8
i M Date: |Mar/23/2023
Secondary NTP Server: [200.189.40.8
Time Zone Autodetect
Server DNS Names: s e -
Time Zone Name: | America/Sao_Paulo
GMT Offset:
? RADIUS i I [] DST Activ
. ive
;< — " Deke Active Server: [200.160.0.8 |
B New Teminal History Last Update From: [200.160.0.8 |
& Dot1X Identity Last Update: |00:00:13 ago |
= LCD LEDs Last Adjustment: [1 148 352 us ] . .
03 Parion = Configure o NTP client
b Make o : Last Bad Packet From: | <
e D Last Bad Packet: | da caixa e mantenha a
© NewWinBox  Note = L, .
B e« Last Bad Packet Reason: | data e horario

adequados.

= Windows 1

@

B.P.F
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Criando as regras de CGNAT:

e Gerador de regras CGNAT Deterministico do
Rudimar Remontti (netmap).

https://cgnat.remontti.com.br/

e Blackholes (bloqueio de static loops).
e Fasttrack.

e Tabela de relacionamento: IP publico x Porta origem e IP privado.
@

Brasil Peering Férum


https://cgnat.remontti.com.br/

£¥ Gerador de CGNAT para RouterOS

Networks inicial privado Prefixo publico (Network)

100.64.0.0 198.18.0.0/27 @

Lembram dos indices rudimar@remont t 1

1 Publico para quantos Privados? Sequencial Chain(s) que fizemos no Debian?
Regras geradas:
32 Clientes [~2000 Portas] v 0

49146

Ignorar destino(s) Ignorar Prefixo/Lista No Track (RAW)
: Se estd feliz em ter
Nenhum v LISTA_SERVIDORES Sim v encontrado uma solugéo
facil e rdpida para gerar as
Interface Uplink Nome/Lista da interface de Uplink regras CGNAT. lhe
poupando horas de
ho, g
Nome da Interface (Recomendado) v vlan101-borda Sotalhp ponioves
| considere fazer uma
doacdo para apoiar o
Uso de Blackhole

Nome/Lista da interface de Uplink desenvolvimento e me

ajudar a manter esta
Sim - Prefixo (Recomendado) v Loopback ferramenta acessivel e
gratuita para todos.
Rudimar Remontti
Protocolos 33 Fasttrack RouterOS £&
Quero ajudar
l © TCP/UDP (Recomendado Judicialmente) I l 0 Sim (Recomendado)l
Apenas TCP (Problemas Judicial*) Nao Versdo 7.x
(
&)
Gerar Script g

B.P.F
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RANGE IPs PRIVADOS PARA CGNAT 100.64.0.0-100.64.3.255 | TOTAL DE IPS 1024 | PORTAS POR CLIENTE: 2016

AO FINAL DAS REGRAS SE ENCONTRA O MAPEAMENTO DAS PORTAS.

O motivo de ser tudo impreszo ne tela ndo tendo opgdes para download ¢ que todos o1 dadas preenchidos nunca serdo armazenrado. Etica

# BLACKHOLE

, Nossa blackhole contra static loop
/ip route add type-blackhole dst-address=198.18.0.0/27 comment=CGNAT_BLACKHOLE

2 FASTTRACK
/ip firewall filter add chain=forward action=fasttrack-connection connection-state=established,related Instrucées para habilitar o Fasttrack
/ip firewall filter add chein=forward action=accept connection-statesestablished,related

#CGNAT

/ip firewall nat add chainwsrcnat src-address=100.64.0.0/24 out-interface~"vlanl@l-borda" action=jump jump-target~CGNAT_100_64_0
/ip firewall nat add chainesrcnat src-address=100.64.1.8/24 out-interface="vlanl@l-borda" action=jump jump-target=CGNAT_100_64_1
/ip firewall nat add chain=srcnat src-address=100.64.2.08/24 out-interface="vlanl@l-borda" action=jump jump-target=CGNAT_100_64_2
/ip firewall nat add chain=srcnat src-address=100.64,3.0/24 out-interface="vlanl@l-borda* action=jump jump-target=CGNAT_100_64_3

/ip firewsll nat add chain=CGNAT_109_64 @ src-address=100,64,0.0/27 action=jump jump-target=CGNAT @

/ip firewall nat add chainsCGNAT_109_64_@ src-address=100,64.0.32/27 action=jump jump-target=CGNAT 1
/ip firewall nat add chaine(GNAT_199_64 @ src-address~108.64.0.64/27 action«jump jump-target=C(GNAT 2
/ip firewall nat add chain=(GNAT_189_64_@ src-address=108.64.0.96/27 action=jump jump-target=CGNAT_3
/ip firewall nat add chain=CGNAT_189_64_@ src-address=100,64.0.128/27 action=jump jump-target=CGNAT 4
/ip firewall nat add chain=CGNAT_189_64_@ src-address=109.64.0.160/27 action=jump jump-target=CGNAT_S
/ip firewall nat add chain=CGNAT_199_64_8 src-address=109.64.0.192/27 action=jump jump-target=CGNAT_6
/ip firewall nat add chain=CGNAT_199_64 @ src-address=109,64.0.224/27 action=jump jump-target=CGNAT 7
/ip firewall nat add chain=CGNAT_109_64_1 src-address=109,64,1.0/27 actionsjump jump-target=CGNAT §

/ip firewall nat add chain«CGNAT_109_64_1 src-address=100.64.1.32/27 action=jump jump-target«CGNAT 9
/ip firewall nat add chaine(GNAT_100_64_1 src-address=100.64.1.64/27 action=jump jump-target=CGNAT 10
/ip firewall nat add chain=(GNAT_100_64_1 src-address=108.64.1.96/27 action=jump jump-target=CGNAT_11

=

/ip firewall nat add chain=CGNAT_100_64_1 src-address=100,64.1.128/27 action=jump jump-target=CGNAT_12 Nossas regras de CGNAT
/ip firewall nat add chain=CGNAT_109_64_1 src-address=100.64.1,168/27 action=jump jump-target=CGNAT_13 propfiamente ditas.
/ip firewall nat add chain=CGNAT_109_64_1 src-address=109,64,1.192/27 action=jump jump-target=CGNAT_14

/ip firewall nat add chain=CGNAT_109_64 1 src-address=100.64.1.224/27 action=jump jump-target=CGNAT 15



1P Piblico

198.16.0.0

198.18.0.1

198.18.0.2

198.18.0.3

196.18.04

198.18.0.5

198.18.0.6

198.18.0.7

198.18.0.8

196.16.0.9

198.18.0.10

198.18.011

198.18.0,12

198.18,0,13

198.18.0.14

198.18.0.15

198.18.0.16

e Tabela CGNAT de relacionamento IP privado x IP publico x Porta.

Range de Portas



)

4| | SaleMode | Session | |

7 Guck Se

+ CAPsMAN Fiter Fules NAT’W Raw Service Fots Comnoctions Address Lists  Layer7 Protocols

-t sces
7 Wi ’-l- - v x A ﬂ (0 Reset Courters || (O Reset Al Courters
32 m Src_Address Dst. Address | Protocol n inter ||
%4 PPP 1 & jump >enat 700,64 1.0/24 vian 101 borda
“le Mesh 2 2 unp wenat 100 64 2 0/24 vian 101 borda
s p ! 2 %m 1 /24 vion 101 borda
. ) 3 7
J MPLS 5 o jump CGNAT_100_64 0 100.64 0.32/27
& 1PV | 1 o ump CGNAT_100_64_0 100 64 0 64727
Routng . 7  umo CGNAT_100_64_0 100.64 0.95/27
bl : 8 o jump CGNAT_100_64_0 100 64 0128727
& System s emum CGNAT 10064 0 100.64 0.160/27
B Gueues 10 LT CGNAT_100_64_0 100 64 0.192/27
B Fios 1 o v CGNAT_100_64 0 100.64 0.224/27
12 o urp CGNAT_100_64_1 100 64 10/27
Log 1B ewum CGNAT_100_64_1 100.64.1.32/27
&7 RADIUS 14 A jump CGNAT_100_64_1 100 64 164727
3 Tools | 80 e CGNAT_100_64 1 100.64.1.96/27
16 ™ jump CGNAT_100_64_1 100 64 1 128/27
: ::v;:md :é & o g?:::_lr xﬁ z 1 :gg: : 1:’1;: Parecido com o modelo
N ump G 1 1 /27 -
= ich 19 ewump CGNAT_100_64_1 100.64.1.224/27 e T S
> 20 o CGNAT_100_64_2 100.64 2027 CGNAT no Debian
#2 Pantion 21 ewump CGNAT_100_64_2 100,64 2.32/27 GNU/Linux
b Make Supotrf || 22 a1 jump CGNAT_100_64 2 100 64 2 64/27
23 A ump CGNAT_100_64_2 100 64 2 96727
0 Hew Wil 2 eum CGNAT_100_64_2 100 64 2 128727
Bl ea 2% emump CGNAT_100_64_2 100 64 2 160/27
2 A jump CGNAT_100_64 2 100.64 2 192/27
B8 Wesdows . (K27  jump CGNAT_100_64_2 10064 2 224727
28 A jump CGNAT_100_64_3 100643 0/27
29 o ump CGNAT_100_64_3 100,64 332/27
30 A jump CGNAT_100_64 3 100 64 3 64727
3 o ump CGNAT_100_64_3 100.64 3 96/27
32 o jumo CGNAT_100 64 3 100 64 3128727
33  jump CGNAT_100_64_3 100 64 3 160/27
34 A jump CGNAT_100_64 3 10064 3.192/27
35 - CGNAT 100 64 3 100.64 3 224/27
e T 6 4cp) ~
37 +|" netmap CGNAT_0 100 64 0.0/27 17 fudp) fn\
38 +* netmap CGNAT 0 100.64 0.0/27 Y
39 [ netmap CGNAT_1 100 64 0 32/27 & tcp) o~
40 +* netmap CGNAT 1 100,64 032/27 17 o)
41 +[” netmap CGNAT_1 100 64 0 32/27 B x p A F
42 +|* netmap CGNAT 2 100.64 0.64727 6 &cp)
43 [ netmap CGNAT_2 100 64 0 64/27 17 fudp) Brasil Peering Férum
Yyl P\ P Ry FYAMAT 9 amn rcanecamm




Abaixo como ficaram as regras que habilita o Fasttrack no nosso
equipamento, aumentando em muito a performance de encaminhamento
dos pacotes.

Firewall = E3 !
Fitter Rules l NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
Fl Ew Dm E‘ l?‘ I». Reset Counters H(O Reset All Counters ‘ |Find | [al [#]
# | |Action Chain |Src. Address |Dst. Address |Proto...[Src. Port  [Dst. Port  [In. Inter...|Out. Int... In. Inter...|Out. Int... [Src. Ad... [Dst. Ad... [Bytes |Packets | v
speclal dummy rule to show fasttrack counters
0 D [® passthrough forward 0B 0
1 W fasttrack connection  forward 0B 0
2 < accept forward 0B 0
Firewall = E3
T Fiter Rules NAT Mangle ’ Raw Service Ports Connections Address Lists  Layer7 Protocols
DD [jm u IT ’ © Reset Counters M (G Reset All Counters ’ |Find | [al JL%1
# [ |Action Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst.Pot |In. Inter...|Out. Int... [In. Inter...|Out. Int... [Src. Ad... [Dst. Ad... [Bytes  [Packets | |v
... special dummy rule to show fasttrack counters
0D [5 passthrough prerouting 0B 0
..» special dummy rule to show fasttrack counters
1D [ passthrough forward 0B 0
... special dummy rule to show fasttrack counters
2D  [1 passthrough postrouting 0B 0
(
&)
&/
B.P.F
3items Brasil Peering Férum




Servidor de Logs CGNAT SYSLOG+NETFLOW

NAT44
CPE
ISP
RFC 1918 / 1 RFC 6598
NAT44
CPE @ Ngg:f
RFC 1918 [1}
ISP
Internet
Public 1Pv4 Public IPv4

B.P.F
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Objetivo:

Armazenar logs de CGNAT para que possamos realizar
as quebras de sigilo tecnologico, solicitadas nos Oficios judiciais.

Necessidade:
e CGNAT BPA (Bulk Port Allocation).

e Armazenar log do IPv6 (Mikrotik RouterOS 6.x).

e Guarda dos logs por 1 ano.
Mito:

e CGNAT BPA gera logs gigantescos. B.P.



Sugestao:

e Blocos de 256 portas, com até
um total de até 4096 portas por cliente.

Vantagens:

e Melhor uso dos recursos IPv4.

e Guarda de logs diarios bem pequenos.

Formatos de envio dos logs:
e Syslog.

e Netflow.

16

blocos

dando



\ IPv6

Cliente 2001-0db8:5010:c000--/56

100.64.10.50

==
2001:0db8:b010:000::/56 .m’ "~

Concentrador PPPA ‘a’ Router
[ 1

CGNAT Traducio
100.64.10.50 198 51.100.230

Caixa CGNAT
Bloco publico: 198.51.100.0/24
2001:db8:c0ca:c01a::1/64

Servidor de Logs Log CGNAT
2001:db8:c0ca:c01a::2/64

Internet

B.P.F
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Requisitos para o sistema:

e Debian GNU/Linux 11 (Bullseye) amd64 com
LVM (Logical Volume Manager).

e Nfdump (Netflow).

e Syslog-ng.

e Pigz (compactacao dos logs).

Hardware:

e Espaco para armazenar seus logs com possibilidade de crescimento.

e Discos rapidos e adequados ao uso diario com I/0 constante 24x7.

e Pouco processamento quando usando apenas Netflow.

e Muito pouco uso de memoria.

e Seguranca de disponibilidade dos dados. B.P.F



e htop - sistema em producao.

1.56 1.56
71 days, 17:14:52

1946754 root

1946756 root

1946757 root

2057669 root

509 root

5§72 root

623 root

593 root

581 root

605 root

602 root

575 root

614 root

565 root

611 root

2125725 root

649 root

640 root

1 root

590 root

644 root

635 root

638 root

2125737 root
526

2174988 root

617 root

608 root

NN = N
@ W wwv e

/lib/systemd/systemd-journald
/usr/bin/nfcapd -D -w -T all -t 3660
/usr/bin/nfcapd -D -w all -t 36600
/usr/bin/nfcapd -D -w all 3600
/usr/bin/nfcapd -D -w all 3660
/usr/bin/nfcapd -D -w all 3600
/usr/bin/nfcapd -D -w all 3600
/usr/bin/nfcapd -D -w all 3600
/usr/bin/nfcapd -D all 3600
/usr/bin/nfcapd -D all 3600
/usr/bin/nfcapd -D all 3600
sshd: root@pts/e

/usr/bin/nfcapd -D all 3600 200000 -z
/usr/bin/nfcapd -D all 3600 1 200000 -z
/sbin/init

/usr/bin/nfcapd -w all 3600 200000 -z
/usr/bin/nfcapd -w all 3600 200000 -z -n
/usr/bin/nfcapd -W all 3600 200000 -z -n
/usr/bin/nfcapd -w all 3600 -B 200000 -z -n
-bash

/usr/sbin/snmpd -LOw -u Debian-snmp -g Debian-snmp -I -smu
htop

/usr/bin/nfcapd -D -w -T all -t 3660 -S 1 -B 200000 -z -n
/usr/bin/nfcapd -D -w -T all -t 3660 -S 1 -B 200000 -z -n

200000 -2z
200000 -2z
200000 -2z
200000 -2
200000 -2z
200000 -z
200000 -2
200000 -2z
200000 -z
200000 -2z

el e

DPDDDDDDODDPDDODDDDPDDDPDDP D DPDDDDDDD D
VVLVLLLVLLLLVLLLVLLLLLLLVLLLVLOLWV

DN DODVNDDODDODDDODDODPDODDDPDODIDDODODDDIOIDO~n n

DD DDDPDPODDDODOPDPODODPODODPOIDDPDIODDPODIDODDO @

I I = I e e e e e e e e e e I S S S I R R R R

DOPDPDPDPDOPOPDPIPOPOPIIOPIIPIIOOIPDIPOIODDODOD
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Quanto a armazenagem desse sistema:

# df -h
Sist. Arq. Tam. Usado Disp. Uso% Montado em
udev 3,9G @ 3,9G 0% /dev
tmpfs 796M 81M 716M 11% /run
/dev/mapper/root-root 46G 1,56 442G u% /

tmpfs 3,9G 504K 3,9G 1% /dev/shm
tmpfs 5,0M @ 5,6M 0% /run/lock
/dev/mapper/boot-boot U451M 86M 338M /boot
/dev/mapper/var-data 197 13T 4,8T /var

tmpfs 38M 0 38M /run/user/e

e Menos de 1 ano de logs de CGNAT armazenados.
e Uso de LVM para expansao.
e Sistema recebendo logs de mais de 200k assinantes.

CPU Meméria | Disco

2.4Ghz 4 cores | 8G DDR4 | 19Tb



Preparando o Servidor:

e Configure o LVM e instale um sistema clean.

{1 [!] Selecao de software |
No momento, somente o basico do sistema estd instalado. Para refinar seu sistema e
delxa:lo de acordo com suas necessidades, vocé pode optar por instalar uma ou mais das
colecoes de software pré-definidas a seguir.

Escolha o software a ser instalado:

<voltar>

( 2

)
k/

h> move; <Espa seleciona; <Enter> ativa botdes B o I o I
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e /etc/apt/sources.list

deb http://security.debian.org/debian-security bullseye-security main
contrib non-free

deb http://deb.debian.org/debian bullseye main non-free contrib

deb http://deb.debian.org/debian bullseye-updates main contrib non-free
deb http://deb.debian.org/debian bullseye-backports main contrib
non-free




e Algumas ferramentas e programas que usaremos:

# apt install net-tools htop iotop sipcalc tcpdump curl gnupg rsync wget
host dnsutils mtr-tiny bmon sudo tmux whois syslog-ng nfdump pigz
chrony irgbalance

# systemctl enable irgbalance
# echo "vm.swappiness=10" >> /etc/sysctl.conf
# sysctl -p




NTP/NTS:

e Timezone UTC.

e Registro dos logs na data e horario do servidor de logs.

No /etc/chrony/chrony.conf:

#pool 2.debian.pool.ntp.org iburst
server a.st1.ntp.br iburst nts
server b.st1.ntp.br iburst nts
server c.st1.ntp.br iburst nts
server d.st1.ntp.br iburst nts

Salve o arquivo e reinicie o servico chronyd:

# systemctl restart chronyd.service

Agora vamos configurar o tzdata para horario UTC: (

# timedatect| set-timezone UTC B P . -




Formato de gravacao dos logs:

/var/log/cgnat/syslog/<HOSTNAME>/<ANO>/<MES>/<DIA>/server-<HORA>.log

# mkdir -p /var/log/cgnat/syslog

e <HOSTNAME> é o nome do host, recebido do equipamento que
estamos coletando nossos dados.

e <ANO>, <MES>, <DIA> e <HORA> serdo usados pelo syslog-ng para
automaticamente criar essa estrutura de diretorios e arquivos de
forma organizada.



—[root@. |—[/var/log/cgnat/syslog/ == -CE01/2022/10/241-[14:50:57]

— 1

total 406100

2 el orptogherter 1 root adm 22546030 out 24 00:59 server-00.log.gz
R %, bt el 1 root adm 222954609 out 24 01:59 server-01.log.gz
=rW=—T————— 1 root adm 19511381 out 24 02:59 server-02.log.gz
—rW=T == 1 root adm 15104138 out 24 03:59 server-03.log.gz
—TW-T ===~ 1 root adm 12159922 out 24 04:59 server-04.log.gz
=TT 1 root adm 10203229 out 24 05:59 server-05.log.gz
~TW=-T—==—~ 1 root adm 8778175 out 24 06:59 server-06.log.gz
—TW—T————— 1 root adm 8152663 out 24 07:59 server-07.log.gz
2 % ad orptochertes 1 root adm 9560271 out 24 08:59 server-08.log.gz
R %, bt et 1 root adm 11836170 out 24 09:59 server-09.log.gz
=rW=—T————— 1 root adm 14059478 out 24 10:59 server-10.log.gz
—TW-T————= 1 root adm 14372733 out 24 11:59 server-11.log.gz
—TW-T ===~ 1 root adm 15007419 out 24 12:59 server-12.log.gz
—TWN=T=——— 1 root adm 16748918 out 24 13:59 server-13.log.gz
~TW-T———~~ 1 root adm 20060654 out 24 14:59 server-14.log.gz
—TW—T————— 1 root adm 231167600 out 24 15:59 server-15.log.gz
2 el Somptoghertes 1 root adm 23987038 out 24 16:59 server-16.log.gz
—~TW-T—— 1 root adm 22258049 out 24 17:59 server-17.log.gz
—rW=—T————— 1 root adm 21300876 out 24 18:59 server-18.log.gz
—TW-T————= 1 root adm 20743376 out 24 19:59 server-19.log.gz
—TW-T =~~~ 1 root adm 17252096 out 24 20:59 server-20.log.gz
—THN=T———— 1 root adm 19978342 out 24 21:59 server-21.log.gz
~TW-T————~ 1 root adm 226891608 out 24 22:59 server-22.log.gz
=) 1t 1 root adm 24072178 out 24 23:59 server-23.log.gz

—[root@® ™ s ™ -l /var/log/cgnat/syslog/® W CE©1/2022/160/24]—-[14:51:00]
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Observacao:. o /var/log/cgnat precisa estar dentro do
volume LVM.

e /etc/syslog-ng/syslog-ng.conf:

options { chain_hostnames(off); flush_lines(0); use_dns(no); use_fgqdn(no);
keep_hostname (yes); dns_cache(no); owner("root"); group("adm");
perm(0640); dir_perm(0700); create_dirs (yes); stats_freq(0);
bad_hostname("Agconfd$"); keep-timestamp(off);

3




e /etc/syslog-ng/conf.d/isp.conf:

source s_net {
udp6(ip("2001:db8:cOca:c01a::2") port(514));
| #

destination d _ce {
file("/var/log/cgnat/syslog/${HOST}/${YEAR}/${MONTH}/${DAY}/server-${HOUR}.log"); };

filter f_ce { facility(daemon) and not message(".*SSH.*"); };
filter f_ce_ipv6 { facility(syslog); };

log { source(s_net); filter(f_ce); destination(d_ce); };
log { source(s_net); filter(f_ce_ipv6); destination(d_ce); };

# systemctl restart syslog-ng.service




Compactando os logs de syslog diariamente:

# mkdir -p /root/scripts

/root/scripts/compacta_syslog.sh:

#!/bin/bash

ANO=%$(date -d "-1 day" '+%Y")
MES=%$(date -d "-1 day" '+%m’)
DIA=%$(date -d "-1 day" '+%d")
for lista in /var/log/cgnat/syslog/*; do
if [ -d $lista/$SANO/$MES/$DIA ]; then
pigz -p4 --fast $lista/$SANO/$SMES/$DIA/*
fi
done




Programando a execucao diaria:

# chmod 700 /root/scripts/compacta_syslog.sh
#echo"004 *** root /root/scripts/compacta_syslog.sh" >>

/etc/crontab
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Configurando o Netflow:

e nfcapd do pacote nfdump.
e Configurar Netflow versao 9 nos equipamentos.

/usr/bin/nfcapd -D -w -T all -t 3600 -S 1 -B 200000 -z -n
RJO-DC01-CGNAT-01,2001:db8:cOca:c01a::1,/var/log/cgnat/flow/RJO-DC
01-CGNAT-01 -b 2001:db8:cOca:c01a::2 -p 2055

“-D" (daemon).

“-w" e “-t” tempo de rotacionamento 3600s.

“-T all” habilita implementac¢fes de Netflow.

“-S 1” seta o formato da hierarquia de diretérios year/month/day automaticamente.

“-B 200000” aumento de buffer.

“-z" comprime o flow em LZO1X-1.

“-n” é 0o HOSTNAME, IP e diretério base.

“-b 2001:db8:c0ca:c01a::2” IP do servidor de logs CGNAT. (

“-p 2055” porta udp para receber o flow deste equipamento. B . E, B
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Criar o diretoério do flow:

# mkdir -p /var/log/cgnat/flow/RJO-DCO1-CGNAT-01

Criar o /etc/rc.local:

#!/bin/sh -e

/usr/bin/nfcapd -D -w -T all -t 3600 -S 1 -B 200000 -z -n
RJO-DCO1-CGNAT-01,2001:db8:c0ca:c01a::1,/var/log/cgnat/flow/RJO-DCO1-C
GNAT-01 -b 2001:db8:c0ca:c01a::2 -p 2055

exit 0

# chmod +x /etc/rc.local




Compactando os logs de netflow diariamente:

/root/scripts/compacta_flow.sh:

#!/bin/bash

ANO=%$(date -d "-1 day" '+%Y")
MES=%$(date -d "-1 day" '+%m")
DIA=$(date -d "-1 day" '+%d’)
for FOLDER in /var/log/cgnat/flow/*; do
if [-d $FOLDER/$ANO/$MES/$DIA ]; then
cd $FOLDER/$ANO/$MES/$DIA
echo "Compactando: ${FOLDER}/$ANO/$MES/$DIA/"
pigz -p4 --fast nfcapd*
fi
done

# chmod 700 /root/scripts/compacta_flow.sh
#echo"004 *** root /root/scripts/compacta_flow.sh" >> /etc/crontab




e Quando o mito se torna verdade.

e Configuracao indesejavel em caixas de CGNAT BPA.

e Mais de 400Mb de log/hora.

# cd /var/log/cgnat/flow/R]JO-DC05-CGNATO01/2022/08/04

# cat nfcapd.202208042300 | nfdump -r -

2022-08-04 22:59:59.992 ADD Ignore TCP  100.64.202.178:50419 ->
170. XXX XXX.XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:00:31.369 DELETE Ignore TCP  100.64.202.178:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:13:34.417 ADD Ignore UDP  100.64.199.100:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:15:35.908 DELETE Ignore UDP 100.64.199.100:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:19:48.215 ADD Ignore TCP  100.64.199.100:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:20:19.283 DELETE Ignore TCP  100.64.199.100:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:41:02.639 ADD Ignore UDP  100.64.204.78:50419 ->
170. XXX XXX.XXX:50419 -> 0.0.0.0:0 0 0

2022-08-04 23:43:02.435 DELETE Ignore UDP  100.64.204.78:50419 ->
170. XXX XXX XXX:50419 -> 0.0.0.0:0 0 0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0

0.0.0.0:0




e Configuracao desejavel. Entrega dinamica por bloco de
portas.
e Logs menores que 500Kb/hora.

# cd /var/log/cgnat/flow/CGN-BOX1-SP0O01/2023/01/15

# cat nfcapd.202301151100 | nfdump -o "fmt:%ts %nevt %pr %sa %nda

%nsa %pbstart %pbend" -r -




Date first seen Event Proto Src IP Addr X-late Dst IP X-late Src IP Pb-Start Pb-End
2023-01-15 10:54:48.746 ADD 255 100.113.127.23 0.0.0.0 186 8192 8447
2023-01-15 10:54:48.858 ADD 255 100.113.24.254 ©0.0.0.0 186. 5888 6143
2023-01-15 10:54:51.271 DELETE 255 100.113.13.121 0.0.0.0 170 31488 31743
2023-01-15 10:54:51.070 ADD 255 100.113.94.129 0.0.0.0 18i 13568 13823
2023-01-15 10:54:52.516 ADD 255 100.113.42.63 0.0.0.0 170 22784 23039
2023-01-15 10:54:53.925 DELETE 255 100.113.124.135 0.0.0.0 186 13312 13567
2023-01-15 10:54:56.343 ADD 255 100.113.110.240 0.0.0.0 170 19200 19455
2023-01-15 10:54:57.087 ADD 255 100.113.13.11 0.0.0.0 170 18944 19199
2023-01-15 10:54:57.850 DELETE 255 100.113.73.36 0.0.0.0 186. 34e48 34303
2023-01-15 10:54:58.797 DELETE 255 100.113.109.3 0.0.0.0 | 186. 8704 8959
2023-01-15 10:54:58.659 DELETE 255 100.113.65.240 0.0.0.0 170 ue8u8 47163
2023-01-15 10:54:59.603 DELETE 255 100.113.37.179 0.0.0.0 170 52224 52479
2023-01-15 10:55:00.213 ADD 255 100.113.0.250 0.0.0.0 186 65280 65535
2023-01-15 10:55:00.826 DELETE 255 100.113.75.141 0.0.0.0 170 21760 22015
2023-01-15 10:55:00.662 ADD 255 100.113.66.204 0.0.0.0 170 38144 38399
2023-01-15 10:55:01.889 ADD 255 100.113.123.228 0.0.0.0 186 23808 24063
2023-01-15 10:55:02.433 DELETE 255 100.113.4.173 0.0.0.0 170 37888 38143
2023-01-15 10:55:01.579 ADD 255 100.113.42.169 0.0.0.0 186 41472 41727
2023-01-15 10:55:01.611 ADD 255 100.113.67.40 0.0.0.0 186 ugey 5119
2023-01-15 10:55:03.107 ADD 255 100.113.31.84 0.0.0.0 170 35584 35839
2023-01-15 10:55:07.126 ADD 255 100.113.27.244 0.0.0.0 170 59392 59647
2023-01-15 10:55:07.274 DELETE 255 100.113.103.238 0.0.0.0 186. 39424 39679
2023-01-15 10:55:06.591 ADD 255 100.113.77.243 0.0.0.0 170 64512 64767
2023-01-15 10:55:07.907 DELETE 255 100.113.10.22 0.0.0.0 170 50176 50431
2023-01-15 10:55:08.305 DELETE 255 100.113.82.142 0.0.0.0 170 20992 21247
2023-01-15 10:55:08.050 DELETE 255 100.113.30.31 0.0.0.0 170 32512 32767
2023-01-15 10:55:09.330 ADD 255 100.113.25.52 0.0.0.0 186 48896 49151
2023-01-15 10:55:10.129 ADD 255 100.113.42.35 0.0.0.0 170 14848 15163
2823-81-15-16:55:160.585 ADD 255 100.113.37.250 0.0.0.06 170 65024 65279
2023-01-15 10:55:10.689 ADD 255 100.113.57.38 0.0.0.0 170 55808 56063
2023-01-15 10:55:12.583 ADD 255 100.113.115.48 0.0.0.0 170 13056 13311
2023-01-15 10:55:12.554 ADD 255 100.113.114.74 0.0.0.0 170 30464 30719
2023-01-15 10:55:14.067 DELETE 255 100.113.92.178 0.0.0.0 170 47872 48127
2023-01-15 10:55:15.354 ADD 255 100.113.11.47 0.0.0.0 170 63232 63487
2023-01-15 10:55:16.694 ADD 255 100.113.116.137 0.0.0.0 170 49152 4oue7
2023-01-15 10:55:16.694 DELETE 255 100.113.116.137 0.0.0.0 170 49152 4oue7
2023-01-15 10:55:16.694 ADD 255 100.113.116.137 0.0.0.0 170 20224 20479
2023-01-15 10:55:18.263 ADD 255 100.113.115.6 0.0.0.0 170 16128 16383
2023-01-15 10:55:18.866 DELETE 255 100.113.110.28 0.0.0.0 170 23040 23295
2023-01-15 10:55:19.137 DELETE 255 100.113.116.52 0.0.0.0 170 18688 18943
2023-01-15 10:55:19.593 ADD 255 100.113.78.31 0.0.0.0 186 40192 qeuy7
2023-01-15 10:55:19.949 DELETE 255 100.113.4.123 0.0.0.0 170 63744 63999
2023-01-15 10:55:20.441 DELETE 255 100.113.37.91 0.0.0.0 18 19968 20223
2023-01-15 10:55:21.379 DELETE 255 100.113.7.32 0.0.0.0 186 37376 37631
2023-01-15 10:55:20.898 DELETE 255 100.113.116.114 0.0.0.0 170 59904 60159 :
2023-01-15 10:55:21.190 ADD 255 100.113.42.220 0.0.0.0 170 32768 EE{:PE] p—
2023-01-15 10:55:21.978 ADD 255 100.113.14.187 0.0.0.0 186 27648 27903
2023-01-15 10:55:23.067 DELETE 255 100.113.29.242 0.0.0.0 170 29696 29951 B e p
2023-01-15 10:55:23.137 ADD 255 100.113.91.149 0.0.0.0 170 256088 PLELE]
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Configurando um Mikrotik RouterOS para envio de logs IPv6:

& Quick Set
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7% Biidge
%= PPP
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() MPLS
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B Files
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B Exit

i | o o | P

B Windows N

BSD Syslog

Syslog Facilty: [5 {syslog)
Syslog Severty: |

. Contribuicao do
Bruno Viviani
neste artigo no
Brasil Peering
FOorum.

@

B.P.F
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https://wiki.brasilpeeringforum.org/w/Gerando_Log_de_IPv6_Delegation_no_Mikrotik
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:local interfaceName [/interface get $interface name];

delay 60;

:local WANIPv6 [/ipv6 nd prefix get value-name=prefix [find interface=S$interfaceName]];

:local PDIPv6 [/ipv6 dhcp-server binding get value-name=address [find server=$interfaceName]];
:log warning "S$interfaceName - WAN: SWANIPv6 - PD: SPDIPv6"

PPP Profile <intnet> E m
General Protocols  Limits Queue Scripts

On Up: Cancel
local interfaceName [/interface get Sinterface name]; A Aoply
delay 60; P
Jocal WANIPvE [/ipv6 nd prefix get value-name=prefix fiind interface=
SinterfaceName]]; Comment
Jocal PDIPv6 [/ipv6 dhcp-server binding get value-name=address fiind
server=SinterfaceName]J; Copy

Jog waming "SintefaceName - WAN: SWANIPv6 - PD: SPDIPv6"

Ml

=we_| POr ultimo temos que adicionar
ot no profile do PPPoE, na parte de
’ scripts em On Up.

y B.P.F
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Nos logs do servidor aparecerao algo assim:

Jan 25 02:26:56 SPO-SEDE-CEQ2 <pppoe-jose> - WAN: 2804:0db8:8005:5668::/64 - PD: 2804:0db8:8050:7b00::/56
Jan 25 02:37:08 SPO-SEDE-CEQ2 <pppoe-maria> - WAN: 2804:0db8:8005:5669::/64 - PD: 2804:0db8:8050:a000::/56
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