Geréncia de performance

O monitoramento de desempenho de rede € o processo de visualizacao, e
monitoramento da saude e disponibilidade de sua rede conforme
experimentado por seu uso




Meétricas de performance

» A geréncia de performance mede a qualidade da rede e servicos
» Podem ser divididas em:

» Leste-oeste: para servicos internos
» Roteadores em datacenters diferentes

» Servidores e servicos hospedados na nuvem

» Norte-sul External
T Network
» Entre site e transito internet
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Meétricas de performance

dk-cop-anycast01 uk-Ind-anycast02  br-gru-anycast01 I
» Relacionadas com a qualidade do servico ; ) e

» Loss - Atraso (Delay) e perdas (loss)

» Throughtput - Indicios de congestionamento

» Sobrecarga em servidores e roteadores
. o Fig. 4: RTT by site and country using Google BigQuery.
» Metricas de performance podem indicar
» Necessidade upgrade (banda ou equipamentos)
» QoS (qualidade de servico) na rede
» Ajustes no roteamento

» DDoS/Ddos

» A Geolocalizacdo do usuario tem se tornado uma métrica importante




Criando uma baseline

Evento gerado

Limiar: 40

» Meétricas de rede
» RTT (Round Trip Time)

Rearmagao: 10

» packets descartados em uma interface

™ Termpo

» Total de packets and octets (input/output) Evento gerado

» Meétricas por protocolo e aplicacoes
» Quantidade de prefixos BGP por vizinho (instabilidades na rede)

» Volume de pacotes por protocolos (DDoS)

» Time-series databases




Ferramentas performance

» Cacti iperf —s —u—i1 —p 5001 (Server side)

, iperf =B XX.XX.XX.XX —C XX.XX.XX.XX -u —i 1 -b 100m
> Smokeping ~11400 —p 5001 -t 99999 (Client Side)
» Weathermaps o
» Dns query time s. Download ® |
» Acesso a sites (rtt) i T D
» Iperf sever
» Comerciais: Thousand Eyes, Cedian

» Geréncia de servicos na cloud




Alguns exemplos de geréencia de
performance

https://qualidadedainternet.nic.br/ http://monipe-central.rnp.br/
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Wheathermaps

&
[ X0 Drain

-
42..41 @

N\

P
( ATeT

—
e

3
.
9"

\\‘\

So———1.1K

301k |- ==

Northern Network Weathermap

& =
Global

\N
-3
N
=

=

571
-
{ X0 Drain

22.11

100.9K.

Traffic Load
| I
B 10-25%
I 2s-q0x
[ 40-55%
55-70%
[ 70-85%
I 5- 100%

Traffic Load
-0t

1002




[% sFlow-RT SC16 Real-time We: x

<« C ¢ @ https:/finmon.sc16.0rg/sflow-rt/app/sc16-weather/html/

JnMc sFlow-RT SC16 Real-time Weathermap

Sflow-rt (SCinet)

Utiliza sflow-agents : ,
<« Top Protocols on Link

-
~

Suporte a SDN « .| Protacol Stack
i | M eth.q.ip.tcp

B oth.q.ipb.tcp

M eth.g.ip.udp

W eth.q.ip.udp.sip

03| meth.g.arp

04

02
f g] MESOS - o1
Application - g
kubernetes
Virtual Hosts Orchestration
Containers
| REST HinfluxDB
Virtual Network n - I logstash Crafana
\ Telemetry Analytics Wprometheus : , e e
Real-time DevOps STT =141
Sclesble N N TR TR T
rogrammable -
*\O\ IGHT ) Link Utilization: B Unknown, B 0% - 0.1%, 8 0.1% - 1%, B 1% - 10%, D 10% - 50%, B 50% - 100%
Network oros Click on link for trend chart, Click on peak in chart to update legend |
SDN Controllers Real-time analytics provided by sFlow-RT

v




Geréncia de performance em Cloud

» Os problemas aqui podem ser
» Na nuvem
» Na rede
» Na aplicacao
» E preciso manter a geréncia de todas as variaveis
» Equipamentos de rede real, virtual e cloud

» Roteamento BGP




Monitorando o BGP com nagios/Centreon

Service State Information

Current Status: [OK]] (for 0d Oh 7m 55)

Status Information: OK - SNRRSANg A SHIP) state is established(6). Established for 1d20h1m17s. Last error "Hold Timer Expired”.
Performance Data:

Current Attempt: 1/4 (HARD state)

Last Check Time: 2014-02-07 11:48:35

Check Type: ACTIVE

Check Latency / Duration: 0.074/0.019 seconds

Next Scheduled Check:  2014-02-07 11:49:35

Last State Change: 2014-02-07 11:42:35

Last Notification: N/A (notification 0)

Is This Service Flapping? [INO| (10.39% state change)
In Scheduled Downtime? [NO|

Last Update: 2014-02-07 11:49:34 ( 0d Oh Om 6s ago)
Active Checks: | ENABLED |
Passive Checks: | ENABLED |

Obsessing: [ ENABLED |
Notifications: [ [ENABLED |
EventHandler: [ENABLED |
Flap Detection: [ENABLED |



> 1 Node Exporter for Prometheus Dashboard English ve. i

BEREMAIE - Host n oAl i ServerIP : 192.168.200.241:9100 (7 Update node.exporter (7 Update Dashboards (7 Stars
System Uptime Total RAM CPU Busy
o

Usoa A wsmory asoK
192.168.200.241:9100 469.7 MiB 28.01% 425K
(T 74%

Disk Space Used Basic(EXT4/XFS) Open File Descriptor(left)/Context switches(right)

e : ) 475K

400K~
Used Max Mount(/data) 192.168.200.241:9100 139.2 GiB 1.84% '

CPU 10wait
l“l“‘lll‘“i g s 192.168.200.241:9100 1.57TiB K
L, 11710000 11/11200  11/20000  11/21200

: = 152168200 2419100 Mo 45K Guren-38K
(LT

swilches_192.168.200.241:9100 Max 58.9K Current: 27]

System Load CPU Basic Network Traffic Basic

30.00% 100 Mbps
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Newburawsirindy 0Obps,

o
11/10000  11/10800  11/11600  11/200:00 11/21600 11/10000  11/108:00

transmit (

1111600  11/20000  11/20800  11/216:00 50 Mbps

o 11/10000  11/10800 1111600  11/20000  11/208:00

- 192.168.200.241:9100 192.168.200.241:9100_Total 188.70 GiB /10000 11/10800  11/11600 11720000  11/208:00
= 192.168.200.241:910 = 192.168.200.241:9100_Used 139.66 GiB

= 192.168.200.241:9100_sdb_ 10 time
— 192 188 200 2410100 - — 10714700 241-910N Avalishin snacm

Disk I0ps Completed Disk R/W Data Disk R/W Time(Reference: less than 100ms)(beta)

1.00K lops

250 iops

Oiops | it
250 iops.
11/10000 11/10800 11/11600 11/20000 11/20800 11/216:00 1110000 11/10800 11/11600 11/20000 11/20800 11/216:00
current> max avg rent> 1110000 11/10800 11/11600  11/200:00
192.168.200.241:9100_sdb_Writes completed 929 iops 9 250 iops 192.168.200.241:9100_sdb_Written bytes 1843MBs  1.82MBs  1.65MBs

= 192.168.200.241:9100_sdb_Reads completed 72iops 2iops = 192.168.200.241:9100_sdb_Read bytes 280MBs  150kBs  127kBs = 192.168.200.241:9100_sdb_Read time
— 192.168.200.241:9100_50a_Writes completed Olops 0lops 0Olops. = 192.168.200.241:9100_5da_Written bytes. 6¥Bs 4108s 273 192.168.200.241:9100_sdb_Write time.

Network Sockstat Hardware Temperature(VM may not display the metrics)

A
A A
ARG

e ———————————— ettt et et ettt e s 4
11/100:00 11/10400 11/10800 11/11200 11/11600 11/12000 11/20000 11/20400 11/20800 11/21200 11/21600 11/220.00 11/10000 11/10400 11/10800 11/112:00

11/116:00 11/120:00 11/20000 11/204:00 11/208:00

192.168,200.241:9100_Sockets_used 192.168.200.241:9100_platform_coretemp_1_temp1 78.00

192.168.200.241:9100_TCP_alloc = 192.168.200.241:9100_platform_coretemp._1_temp4 74.00°C

= 192.168.200241:9100_CunrEstab = 192.168.200.241:9100_platform_coretemp_1_temp2 73.00°C

= 192.168.200.241:9100_UDP_int = 192.168.200.241:9100.platform_coretemp.1_temp3 74.00°C

= 192.168.200241:9100_TCP_tw

= 192.168.200.241:9100_platform_coretemp_1_temp5 74.00°C



Prometheus possui plugins para
nagios/centreon

Sistema de monitoracao orientado a metricas (nagios € orientado a alertas)

>
» Originalmente controuido pela SoundCloud
» Software aberto

>

O que posso obter:
» Melhor controle de storage

» Servidores na nuvem

» Time-series databases




Prometheus
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Smokeping - gerencia com ICMP
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Seconds

Thu 18:00 Fri 00:00  Fri 06:00  Fri 12:00
nedian rtt: 9.8 ms avg 10.0ms max 9.8 ms min 9.8 ms now 0.0 ms sd 254.8 anm/s
packet loss: 0.01 % avg 0.42 % max 0.00 % min 0.00 % now
loss color: MO M1/20 W2/20 W3/20 W4/20 B10/20 W 19/20
probe: 20 ICMP Echo Pings (56 Bytes) every 60s end: Fri Sep 10 16:20:54 2021




Gerencia de
performance




